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What Will Be Covered

# Introduction to SIP

# General SIP security

# S|P vulnerabillities and attack tools
# Recommendations

#Links
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SIP Introduction

Session Initiation Protocol (SIP):

+ Is a general-purpose protocol for managing sessions
4 Can be used for any type of session

% Provides a means for voice signaling

+ Defined by the IETF (looks like an Internet protocol)
# Resembles HTTP

+ ASCII requests/responses
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SIP Introduction

Why is SIP important:
+ Generally viewed as the protocol of the future
4 Designed to be simple (it’s not) and extensible
4 Supported by major vendors (sort of)
+ Used by many service providers
4 Provides a foundation for application support
4 Will be used for public VolP access
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SIP Introduction
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SIP Components

Proxy User Agents

SDP Codecs

SIP RTP
RTCP

TCP UDP

|IPv4 IPVv6
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SIP Call Flow
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SIP Vulnerabilities

Security issues with SIP:

4 SIP is a complex, free format protocol

# SIP itself does not require any security

+ Security mentioned in SIP RFC, but not required

4 Security degrades to common feature set

4 Security is not mandatory even if available

4 UDP is commonly used for SIP transport

4 Network Address Translation (NAT) breaks security
+ Data firewalls do not monitor SIP
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SIP Vulnerabilities

SIP-Specific Vulnerabillities:

4 Eavesdropping

# General and directory scanning

+ Flood-based Denial of Service (DoS)

+ Fuzzing Denial of Service (DoS)

4 Registration manipulation and hijacking
+ Application man-in-the-middle attacks
4 Session tear down

# check-sync reboots

4 Redirect attacks

4 RTP attacks

& SPIT 9
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Eavesdropping
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Eavesdropping Tools

@ typicalSIPAndRTPcapture - Ethereal

File Edit Wew Go Capture Analyze Statistics  Help
7 = 5O BIE ]
& e BEx® @B X
Eilter:| ¥ Expression... Clear Apply
] o A~
Mo, - Time Source Destination Protocol Infao
1 0. 000000 10.1.101.65 10.1.101.1 SIF/SSOP Request: INVITE 5ip:7000810.1.101.1;user=phone, with session description
2 0.001008 10.1.101.1 10.1.101.65 SIP Status: 100 Trying
3 0.002304 10.1.101.1 10.1.101.65 SIP Status: 180 Ringing
4 1.792547 10.1.101.1 10.1.101.65 SIF/SSOP Status: 200 OK, with session description
5 1.79881% 10.1.101.65 10.1.101.1 SIP Request: ACK sip:FO000&10.1.101.1
& 1.799337 10.1.101.1 10.1.101.65 SIF/SSOP Request: INVITE s5ip:&500810.1.101.&5, with session description
7 1.805588 10.1.101.65 10.1.101.1 SIF/SOP Status: 200 OK, with session description
& 1.806073 10.1.101.1 10.1.101.65 SIP Request: ACK 5ip:6500@810.1.101.65;uU5¢e hone
- 8263205 10.1.101.65 10.1.101.70 RTP Payload type=ITU-T G.711 PCMU, SSRC=3452921845, Seq=35896, Time=3350097583
846254 10.1.101.65 10.1.101.70 RTP Payload type=ITU-T G.711 PCMU, SSRC=3452921845, Seq=35897, Time=3350098043
-BEE227 10.1.101.65 10.1.101.70 RTP Payload type=ITU-T G.711 PCMU, SSRC=3452921845, Seq=35898, Time=33500958z203
-B86222 10.1.101.65 10.1.101.70 RTP Payload type=ITU-T G.711 PCMU, SSRC=3452921845, Seq=35893, Time=33500983&3
906224 10.1.101.65 10.1.101.70 RTP Payload type=ITU-T G.711 PCMU, Time=3350098523
926216 10.1.101.65 10.1.101.70 RTP Payload type=ITU-T G.711 PCMU, SSRC=3452921845, Seq=35301, Time=3350098&83
943255 10.1.101.1 10.1.101.65 RTF Fayload type=ITU-T G.711 PCMU, SSRC=8215110&8, Seq=248543, Time=48§
946219 10.1.101.65 10.1.101.70 RTP Payload type=ITU-T G.711 PCMU, 452921845, Seq=355902, Time=3350093543
962871 10.1.101.1 10.1.101.65 RTP Payload type=ITU-T G.711 PCMU, SSRC=821511068, Seq=24850, Time=z208
966210 10.1.101.65 10.1.101.70 RTP Payload type=ITU-T G.711 PCMU, SSRC=3452921845, Seq=35203, Time=3350095003
982761 10.1.101.1 10.1.101.65 RTP Payload type=ITU-T G.711 PCMU, SSRC=821511068, Seq=24851, Time=3&8 e
Frame & (214 bytes on wire, 214 bytes captured)
Ethernet II, Src: Grandstr_00:be:00 (00:0b:S2:00:be:00]), Dst: Cisco_gb:s3:eb [00:0a:4l:6b:s3:eb)
Internet Protocol, Src: 10.1.101.65 (10.1.101.&5), Dst: 10.1.101.70 (10.1.101.70)
User Datagram Protocol, Src Port: 5004 (5004), DSt Port: 23254 ([23254)
=l Real-Time Transport Protocol
[Stream setup by SOP (frame &]]
10u. «wa. = YWersion: RFC 1882 version (2]
0. .... = Padding: False
.0 .... = Extension: False
0000 = Contributing source identifiers count: 0
0... .... = Marker: False
Payload type: ITU-T G.711 PCMU (0]
Sequence number: 35535
Timestamp: 2350037723
Synchronization Source identifier: 3452921545
Payload: BZBlE3BC30BS5423A3737393E407405C6BEBCBCCOCADBRC. - .
ooo0 00 0a 41 6b 83 eb 08 00 45 CO -~

0010 00 cg 9f 36 00 00 &L 41 0a 01
SC 37 CF ae
L 42 2a 27

th 4f
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Eavesdropping Tools
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Eavesdropping Tools
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General/Directory Scanning

Proxy
o

il

Proxy

INVITE, OPTION, or
REGISTER
Requests
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General Scanning Tools

Nmap has the best VolP fingerprinting database

nmap -O -P0 192.168.1.1-254

Starting Nmap 4.01 ( http://www.insecure.org/nmap/ ) at 2006-02-20 01:03 CST
Interesting ports on 192.168.1.21:

(The 1671 ports scanned but not shown below are in state: filtered)
PORT STATE SERVICE

23/tcp open telnet

MAC Address: 00:0F:34:11:80:45 (Cisco Systems)

Device type: VolP phone

Running: Cisco embedded

OS details: Cisco IP phone (POS3-04-3-00, PC030301)

Interesting ports on 192.168.1.23:

(The 1671 ports scanned but not shown below are in state: closed)
PORT STATE SERVICE

80/tcp open http

MAC Address: 00:15:62:86:BA:3E (Cisco Systems)

Device type: VolP phone|VolP adapter

Running: Cisco embedded

OS details: Cisco VolP Phone 7905/7912 or ATA 186 Analog Telephone Adapter
Interesting ports on 192.168.1.24:

(The 1671 ports scanned but not shown below are in state: closed)
PORT STATE SERVICE

80/tcp open http

MAC Address: 00:0E:08:DA:DA:17 (Sipura Technology)

Device type: VolP adapter

Running: Sipura embedded

OS details: Sipura SPA-841/1000/2000/3000 POTS<->VolIP gateway

15
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General Scanning Tools

SF | wioh | 1323 | ATR | About
5 Compemend Dinconemry | S Scanndr | Wilee | 5P Help

192168.1.1)254

Towpsl rebwork (8.9, Srgss larged or & reelweork THCL 1SS J0-253 Tor Class © retwork])

ot I Probool

Currently SOATING . nore e Frogress:

. ;wzua.l!au
192160, 54
= [FIS sonnnoe)
# Dictecind 5P LDP gorl - 506D
® Eerver. SpuraBPAMI40 B
BN sou1uoe
' :19:1&!!35
= Waszieaa 87
= [ soenirer)
® Debecied SP TCP pord | S0ED
® LA lormation NiAlissr- Agent: Tuys IP 2 3.3
B vaz a0 000
= B8 coeonior
® Detecind 5P LDP port - S0ED
® LA Informalion MiALISer. Agent. Asberik PEX
& vz 60 104
B oo
& Digtecied 5P LOP port - 8050
® Servrr Sip EXpress router (0 56 (G5EAR)

Coprpright T004 {i) vopseturty org A Rights Faservmd

Corresction Tessowe (ma)
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Directory Scanning Tools

File Help
wWersion 1.0
Targek SIP Server Target SIP Domain Transpart Port
192,168.1.103 192.168.1.103 upp - S0&0
v REGISTER Scan  Username/Extensions File Tirmeout (5)
OPTIONS Scan | Users.bxt 2
IMYITE Scan
SIPScan Results: A

Scan starked Mon Mar 6 01:19:10 2006
Target SIF Server: 192,168,1,1035:5060 LIDP
Domain: 192,165.1.103

1x»Found a live extensionfuser at 201@192,163,1,103 with

SIP response codefs): REGISTER:#01

ZxxFound a live extensionfuser at 202@192,163,1,103 with

SIP response codefs): REGISTER:#01

3= >Found a live extensionfuser at 203@ 192,168, 1,103 with

SIP response codefs): REGISTER:#01

4= >Found a live extensionfuser at 204@192,168, 1,103 with

SIP response codefs): REGISTER:#01 -
Scan Pause Skop Verbose

Done Scanning. . . Save Results under File

17
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Directory Scanning Tools

Linux tools:

4 dirscan — uses requests to find valid UAs
# authtool — used to crack digest authentication

18
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Denial of Service

Registrar Proxy  FW/NAT FW/NAT  Proxy Registrar

/

Every Component
Processing
Signaling or Media
Is A Target
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Flood-based Denial of Service

SIP
INVITE, REGISTER Proxy
Floods p
)
Flood A
Application A
On PC
\ 4

\ 4
R
A

SIP Phone SIP Phone SIP Phone SIP Phone 20
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Flood-based Denial of Service Tools

VuS - The VolIP Vulneral

ty Scanner v1.09-bef

= ] MGCP] H.323] RTP] About]

SIP Component Discovery ] SIP Scanner  Utilities l SIP Help ]
Message Generator l Authertication Analysis ]

rConversation Log
SIP M
_ INYITE sipchogusa@i 0.4 101 2 SP2 0
Method Transport  Called User  Domaintast Part Wia: SIP2.OTCP 101 01 3 branch=mrgBstkh'y < ZEI
lirwiTE =l oor =l lbonus €@10.1.101.2 |s0E0 From: roct =sip:roct@q0.1.101 3= tag=TipleERMg
i |sPiz0meP 10001 3 Branch [mragsthin/vxZBl To: =siphogus@0.1 101 2=
- Call-ID: yo2stxiPlaRE@1 01 101 .3

To: |<sinthoous@10.1.101 2= ety 123458 INVITE

Fram: |root =siprocté@10.1.101 3= b otags [TiplsiEHM Contact: =siproot@10.1 101 3=

Avthertication: | Max_forveards: 70

) - Uszer Agent: ShUS Scanner

Call-D: voQs1x1 PUaR@10.1 101 3 Cortert.Type: applicationfsdp

Czed |123458 INVITE Subject: SiVUS Test

Contact: |=sifproot@@t 0.1 101 3= Expires: 7200

Fecord-Route: | Contert-Length: 141

Subject: |SiVuS Test =i

Content-type: |anplicati0n."sdp o=uzer 29739 7272939 1M IP4 1921681 2

User Agent: |SIVuS Scanner 5=

c=IM P4 1921651 .2

Expires: 7200 Max-Forwards: |70 m=audio 49210 RTRAYE 012

Bt t=viden 3227 RTPIAVP 31

Refer-Ta: | a=ttpmap:31 LPCE000

Content Length: |0

[+ Use SDP?

SOP

w= -

o=Liger 29739 T272939 1IN P4 192 1681 2 —

&= -

Source Port Packets to Send leszage Generation Progress
Start | |SDBD 1000000 3%

I Randomize Source Part
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Flood-based Denial of Service Tools

Linux tools:

4+ inviteflood - floods target with INVITE requests
# regqisterflood — floods registrar with REGISTER requests

22
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Fuzzing Denial of Service

INVITE s1p:67130192.168.26.180:6060;user=phone SIP/2.0
Via: aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaa..

From: UserAgent<sip:67100192.168.22.36:6060;user=phone>
To: 6713<si1p:6713@192.168.26.180:6060;user=phone>
Call-ID: 96561418925909@192.168.22.36

Cseqg: 1 INVITE

Subject: VovidalNVITE

Contact: <sip:67100192.168.22.36:6060;user=phone>
Content-Type: application/sdp

Content-Length: O

23
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Fuzzing Denial of Service Tools

Linux tools:
4 protos SIP test suite

Commercial tools:
# Codenomicon

24
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Reqgistration Manipulation

Proxy

Proxy

Erasing, Adding, or
Hijacking a
Registration
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Reqgistration Manipulation Tools

5iVus - The VolP Vulnerability Scanner v1.09-beta

| 5P | mece | Hazs | RTP | About
SIP Componert Discovery | SIP Scanher | Utilitie= | SIP Help
| Message Generator | Avthentication Analysis
rConversation Log

SIP b

Method Transport  Called User DomainHost Port

REGISTER  w|[UDP  » | 503 @) 1921681 53 |[5080 |

Via SIPS2.00JCP 1921681 53 | Branch | Ltk aHz=UyakCykfy

Tar root <siproot@192.168.1 53> |

Fram: root =sipcrootiEd] 92 168.1.51= | + tag= | bhOmiBuy Gy
Authentication:

Call-ID: 1plould Py THS@E@1 92 165 1 .56

Cse 123456 REGISTER

Contact: *

Record-Route:

Subject: S Test

Contert-type: application/zdp

User Syent: SIYUS Scanner |

Expires: o Max-Forwards:

Evert

Refer-Ta: |

Content Length: EI

[use so...

SOP

w=0 A

0=user 29739 7272939 1M P4 192 1681 2 u

5= v

Source Port Packets to Send Mes=sage Generation Progress
Start Stop | so60 K
D Randomize Source Port

26
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Reqgistration Manipulation Tools

Linux tools:

4 erase_registrations — removes a registration
# add_registrations — adds one or more bogus registrations

27
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Reqgistration Hijacking

Proxy

Hijacked
Session

Hijacked
Media
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Reqgistration Hijacking Tools

Linux tools:

4 reghijacker — hijacks a registration, even when using
authentication

# authtool — cracks digest authentication

29
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Application Man-in-the-middle

Proxy Proxy
v

Attacker Places
Themselves
Between Proxies

Or Proxy/UA

Attacker

s

Attacker
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Application Man-in-the-middle Tools

Linux tools:
4 sip_rogue — rogue SIP proxy or B2ZBUA

31
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Session Tear Down
Proxy Proxy

Attacker Sends
BYE Messages

Attacker User s,
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Session Tear Down Tools

Linux tools:
% teardown — used to terminate a SIP call

33
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Check-sync Reboot
Proxy Proxy

Attacker Sends
check-sync Messages

— ﬁ

Attacker Users,
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Check-sync Reboot Tools

SiVuS - The VolP Vulnerability Scanner v1.09

| 5P | mace | Haza | RTP | Akout
SIP Componert Discovery | SIP Scannerl Uttiltie= | SIP Help
| Mezzage Generator | athentication Snalysis

—Conversation Log

SIP fl
. MOTIFY sip:a01 @192 165.1.51 SIR2.0
Methad Transport  Called User  Domaindast Port Vi SIP2.00UCP 192168 1103 branch=LrigHxUyokylfy
MOTIFY vl|uop vl sm e 192.168. 51 12051 || || From: roct siproct@192 1681 103=:tag=khOmiEuy Gy
Wiat SIP2OMCP 1921651103 | Branch | LrkoHxUyokybiv To: root <siproct@192.168.1.51>
— Call-IC: 1 pOould PvTHSE@ 192 168.1 .56
Tor root =ziproot@l 92 1681 51= | CSety 123456 NOTIFY
Frotm: root =siproct@@l92.165.1.103= |; tag= | bhOmiBuy G Ma_forwards: 70
Authertication: User Agent: SVUS Scanner
Event: check-sync
call-ID: 1plould PyTHS@1 92 1681 56 Content-Type: application g
Csed: 123456 NOTIFY Subject: Sivus Test
Cortact: Expires: 0
Fecord-Route: Content-Length: 0
Subject: SivUS Test
Conterttype: | applicationzdy METIFY sip 501 @192 1651 .51 SP20
User Agert: SIVLS Scanher | Wia: SIPF2.0MUCP 1921651 103 branch=LrkgHx yokybty
Fraom: root =sipcroot@1 92 1651 .103=tag=hhOmiBuy Gha
Expires: 0 Mae-Forwards: Ter root =siproot@192.168.1 51=
Event heck-sync Call-ID: 1pOould P¥THS@192.168.1 .56
Refer-To: | CSedq: 123456 NOTIFY
Ma_forweards: 70
Content Length: l:l Uszer Agent: SUS Scanner
Event: check-sync
Content-Type: applicationfsdp
[Juseso.. Subject: SiVUS Test
Expires: 0
SDF messag Contert-Length: 0
w=ll L
o=user 29739 7272939 1M P4 192.168.1.2 ]
= w
Source Port Packets to Send Message Generation Progress
Start | boeo | [+

l:‘ Randomize Source Port

35



IPcanvmmM2006

Secplemsians 2 27 ~ gl Uprdnd = sk e, TH

Check-sync Reboot Tools

Linux tools:
4 check _sync — causes a SIP phone to reboot

36
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Redirection

Proxy Proxy

Attacker Sends
“301/302 — Moved”
Message

D Inbound Calls
I:|=EI Are Redirected

Attacker User,
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Redirection Tools

Linux tools:
% redirector — used to redirect calls from a SIP UA

38
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RTP/Audio Injection/Mixing

Proxy Proxy
AW

gl

Attacker Observes
RTP and Injects or
Mixes in New Audio

- -

Attacker User 4
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RTP/Audio Injection/Mixing

Linux tools:

4 rtpinjector — monitors an RTP session and injects or mixes in new
audio

40
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VIAGRA

3 pills - 100mg

585 (@)
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SPIT Tools

Linux tools:

+ Asterisk — a free, easily installed SIP PBX that makes it easy to
generate SPIT

# spitter — a tool that creates SPIT files for Asterisk

42



IPcavm2006

Sepiemsicor #5-27 ~ Gegloni Oprgland ~Hushoile. TH

Links

4 S|P attack tools — www.hackingvoip.com

# ethereal — www.ethereal.com

# wireshark — www.wireshark.com

4 SiVuS — www.vopsecurity.org

4 Cain and Abel - http://www.oxid.it/cain.html

4 Fuzzing - http://www.ee.oulu.fi/research/ouspg/protos/index.html
4 Codenomicon — www.codenomicon.com

# Asterisk — www.asterisk.org

# Trixbox — www.trixbox.org

43
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Recommendations

# Establish policies and procedures
# Follow best practices for data security
# Secure the platforms, network, & applications

# Use standards-based security, such as TLS
and SRTP

# Use SIP firewalls
# Continue to protect legacy networks

# Use knowledgeable security consultants, to
design,test, and secure your network
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Key Points to Take Home

# S|P Iis an important VolP protocol
# S|P will be used for public VolP access
# S|P is vulnerable to attacks

There are tools available to implement
these attacks

‘here are steps you can take to improve
security

45
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