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The VPLS vs. IP VPN Holy War
Is a Layer-3 or a Layer-2 virtual private network (VPN) service right for my 
enterprise? What’s the difference between the two? 

How do I find my way through the cross fire?
Technology

Connectivity options

Differences in network configuration 

QoS

Security issues

Economics

Differences in cost – both management and network costs – for the two 
options

Applications

A look at what type of enterprises might be better served by Layer-2 
switching rather than Layer-3 routing

When a hybrid Layer-2 and Layer-3 approach might be appropriate



2

3
Broadwing Communications, LLC,  Confidential & Proprietary Information

A “Blessed Synergy”

Two VPNs – One Converged Network

Routed (L3) 2547

Protocol: IP Only

CPE: Router Only

Customer experience:
BRW-managed routing for 
each customer (VRF)

Switched (L2) VPLS

Protocol: Any (IP, SNA, etc)

CPE: Router, Switch, Server

Customer experience: LAN-
WAN emulation

VPN Service Options Interworking
Options

•Ethernet

•Private Line

•ATM

•Frame Relay
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Service Description - Layer 3 MPLS

Layer 3 VPN provides multipoint IP transport to 
enable WAN interconnection across an MPLS-based 
network 

RFC 2547bis (BGP/MPLS VPN)
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Service Description - Layer 2 MPLS

Layer 2 MPLS-based (VPLS) multipoint service that 
allows enterprise sites in geographically dispersed 
locations to easily interact as part of the same LAN 

Virtual Private LAN Service 

VPLS-LDP -- Evolved from IETF lasserre-vkompella

VPLS-BGP – Evolved from IETF rekhter-kkompella
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Layer 3 vs. Layer 2 VPN Services
Layer 2

VPLS (Virtual Private LAN Service)
L2VPN Working Group

Emerging standard

Pros
Conceptually straightforward

Supports non-IPv4 network protocols

Customer control over layer 3 routing

Customer control over addressing

Supports any CPE capable of bridging 
Ethernet

Cons
Requires bridged encapsulation or IRB

Emerging standard

Layer 3

RFC2547bis
L3VPN Working Group

De facto standard

Pros
Carrier absorbs layer 3 complexity

No special CE configuration for any 
attachment type

Proven CE multihoming scenarios

Support for IPCP with PPP

Cons
No support for non-IPv4 network 
protocols

No formal IP multicast standard
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Network Access Configuration Options

HDLC

PPP, MLPPP

Frame, MLFRTDM

ATM

Frame Relay

VLAN

NativeEthernet

Layer 3 VPNLayer 2 VPNAccess Types

Encapsulation Types

May require that the carrier “thinks beyond the box”
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Static QoS Options

LAN CPE GigE Loop Port Converged NetworkLAN CPE GigE Loop Port Converged Network

LAN CPE GigE Loop Port Converged NetworkLAN CPE GigE Loop Port Converged NetworkAll traffic mapped to same QoS
regardless of logical Port size 
and regardless of P-bit or 
DSCP markings

Four separate customer sub-
interfaces (VLANs)

Four separate VLANs on the 
Converged Network.  Could be 
established for different QoS
classes or for multiple “sub-
networks” or for multiple VPNs
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Static QoS Options – cont.

LAN CPE GigE Loop Port Converged Network

A

B

A

B

LAN CPE GigE Loop Port Converged Network

A

B

A

B

LAN CPE GigE Loop Port

L2 VPN

L3 VPN

Public
Internet

LAN CPE GigE Loop Port

L2 VPN

L3 VPNL3 VPN

Public
Internet
Public
Internet

Two separate customer sub-
interfaces (VLANs).  The CPE 
separates traffic bound for 
sites connected to the “A” and 
“B” customer VLANs.

Two separate VLANs on the 
Converged Network. Create 
“subnetworks” for customer. 

Separate customer sub-
interfaces (VLANs).  The CPE 
separates traffic bound for 
discrete services.

L2 VPN
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Dynamic QoS

Differentiated treatment of traffic 
on the Converged NetworkTraffic is marked by P-Bit or 

DSCP into the following 
classes

•Voice/Video
•Priority Data
•Standard Data
•Best Effort

Traffic Segmentation by P-Bit (L2 VPN only) or DSCP (L3 VPN only)

LAN CPE GigE Loop Port Converged Network

Voice
P. Data S. Data

Best Effort
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Security Issues
Security is nearly identical between Layer 2 and Layer 3

Common attributes 

Delivered via a common LSP infrastructure 

Inherent isolation by inner MPLS label, logically separate similar to FR/ATM

Protection from intrusion/DOS attack within any neighboring VPN 

Shared PE/Common resources require Intrusion/DOS attack protection

Mitigated via no public addressability to the core 

Any-to-any topology prevents central control of internal malware

Somewhat mitigated via security services at any Internet gateways 

Carrier involvement in VPN security 

Hypersensitive should consider CPE-based encryption methods 

• Carrier involved in customer Layer 3 
routing

Layer 3

• Theoretically vulnerable to internal 
switch-related attacks, like ARP spoofing 
(Intra-VPN)

• Customer retains control of Layer 3 
routing 

• Possible protection from Social 
Engineering

Layer 2

ConsPros
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Opportunities to Lower TCO
Layer 3 Savings

Routing is outsourced 

Layer 2 Savings

Control IP address space

Ability to leverage lower cost Ethernet 
Switches

Requires carrier savvy to prevent 
broadcast storms

Layer 2 Costs

Requires DIY routing talent

Layer 3 Costs

Requires router CPE
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When Hybrid is Appropriate

Highly security conscious entities

Multiple sub-networks

Managed Services implementations

Companies that are acquisitive (allows them to better 
manage segregation of traffic and applications) 

Niche

Financial Services – Security and auditing

Integrators – Multiple subnetworks (per client)

Diversified Enterprises – Multiple subnetworks

Government – Security and multiple subnetworks
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Peace Out

L2 L3


