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Disaster Recovery Threats - 2001

* Natural Risks still exist

e Number of risks have increased

* Man-made threats expanded

01998
m 2000

— Internal: employee sabotage, workplace violence

— External: terrorism, violence, hackers

% of Companies

N

Reporting

Causes of Business Interuptions

Source: KPMG, 2001
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Today's Threats Py |

Faceless and Ubiquitous

Employee sabotage

— Inside jobs account for over 70%
of the electronic crimes that the
FBIl handles

— 64% of organizations surveyed in
2002 had some type of insider
attack on their systems

Terrorist attacks

New Data Accountability
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Information Storage Methods "

$$$
MTrroring/ Shadowing

$$

Costs

Tape (with vaulting)

Amount
Of Data

. Hours Days
ISecs Mins

>

Mission Criticality
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Information Security Guidelines . »

SR

for 21st Century Threats 1N

Ensures the security and protection of your data assets

T | T

Off-site v’ Safeguards backup data

v Protects against disaster

Off-line v Protects against contamination or

corruption

Out-of-reach
v’ Protects against deliberate
employee sabotage
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Security Capabilities of A
Information Storage Solutions ™

Hardware/Software
Failure

Human Error
Virus Infection
Theft
Sabotage

Natural Disaster

Source: The Guide, April 17, 2001
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Protection Level: Green = High; Yellow = Moderate;
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Clients Perspective
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Client Perspective

The Indirectly Impacted

— Will contact you first
— May have multiple requests

The Directly Impacted, With a Tested Plan

— Will contact you next
— Situation may not unfold as tested

The Directly Impacted, Without a Plan
— Are the last to call for help
— Least able to identify what help is needed
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Client Perspective

. §
‘ Clients Want To Know About:
— Data Currency
— Availability
— Access to available resources

— Direct access to contacts
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Client Perspective PRy |

The “Other” Clients, Those Unaffected:
— Documented routes
— Documented contacts

— Documented procedures
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“Lessons Learned”

ﬂ."
Restricted “Air Space”
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“‘Lessons Learned” Py | N

Clients With a Tested Plan Responded
Quicker, More Effectively
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“‘Lessons Learned” PR/ N

Authorized Personnel in a Single Location
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“‘Lessons Learned” PR/ N

Access to Media for Full Backup
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“‘Lessons Learned” Py | N

Knowledge of Other Vendors, Prepared and
Available
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“Lessons Learned” Yy N

Restricted “Air Space”

Clients With a Tested Plan Responded
Quicker, More Effectively

Authorized Personnel in a Single Location
Access to Media for Full Backup

Knowledge of Other Vendors, Prepared and
Available
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The future of disaster recovery
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Update on Recovery Strategies

Mission Critical Property &

Equipment

Business
Continuity

Business & IT
Processes
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