The Security "Report Card"

[image: image1.png]consultant-

registry
.com




Report Card Overview

This white paper includes the basic version of The Infrastructure and Network Security Report Card.  It is divided into three sections:

· Organizational Security Policy Audit

· Infrastructure and Physical Security Audit

· Network Security Audit

Each question in each of the three sections has a fixed point value.  The points can be tallied and used to provide a general grade on overall security.  A grading scale is provided at the end of the report card that should be sufficient to provide management with the general overall security of an organization.  This simple grading system will allow the organization to prioritize the three areas covered by this "report card" and to determine the order in which these initiatives should be undertaken.

DISCLAIMER:  There is no substitute for a proper security evaluation performed by a competent security consulting organization: the Infrastructure and Network Security Report Card is designed as a diagnostic tool to help an organization understand where to begin the process of developing their own customized network security program.

SECURITY NOTICE:  After this document is filled in with organizational information it should be treated as:

PROPRIETARY AND CONFIDENTIAL


Organizational Security Policy Audit

(1) Does the organization have a (current, written) Security Policy?

The existence of a current, written infrastructure and network security policy is critical to an organization's security effectiveness.  Security policy must be mandated from the top of the organization and have management's unwavering support in order to be effective.  If the organization has an existing policy document then the existing policy document can be used as the foundation for the new policy after the vulnerability audit exercise.  If not then one will have to be created from the start or a template will have to be procured to provide the basis of the new document.

(Worth 5 points for a "YES" answer.)

(2) Does the organization periodically review the Security Policy?

Security is not static.  It is dynamic, ever changing as hackers, cyber-criminals, common criminals, industrial spies, malicious internal individuals and terrorists modify their approaches, refine their craft and respond and evolve based upon countermeasures and anti-hacking techniques they encounter in the course of their activities.  The security-savvy organization must review their policy on a regular basis.  The frequency of review will, of course, vary based upon the industry the organization is in as well as the number of successful and unsuccessful attacks that are detected.

(Worth 5 points for a "YES" answer.)

(3) Does the organization have an internal Security Awareness Program?

The three elements of good security are policy, technology and people.  Management-directed policy provides an essential basis for an effective organizational security program and technology should be deployed in such a manner as to enforce the security policy.  People, however, are the element that will make or break a security initiative and a good internal security awareness program is a cornerstone of the people part of good security.

(Worth 5 points for a "YES" answer.)

(4) Does the organization know the value of what is being protected versus the cost of protection?

Historically security has been "managed" by technologists outside the realm of the traditional business justification process.  Increasingly, however, security is being brought into the business justification process and is being analyzed from a risk assessment standpoint, much the way any other potential business liability might be evaluated.  In order to operate an effective security program the organization must be cognizant of the impact of any damage vs. the cost of reducing the impact or probability of loss.  Actuarial tables and statistics are only now becoming available on a broad enough scope to allow intelligent, risk assessment-based decisions about security to be made.

(Worth 5 points for a "YES" answer.)

(5) Does the organization check validity of identity and credentials of workers?

Good business practice dictates that résumés, training requests, employment applications, identity documents, visa status, educational and training credentials and similar documents be checked for authenticity, accuracy and validity.  When business is good, however, these formalities are often waived so as not to unduly prolong the hiring process or antagonize the applicant or prospective customer.  When business is not good, however, these formalities are often waived due to the high cost, lack of personnel or time or other similar reasons.  The net effect is that organizations rarely do their human resources "due diligence" unless forced to do so due to government or military regulations related to contracts or specific legal requirements.

By not meticulously checking the background of all applicants for employment as well as applicants for certain specialized training organizations may unknowingly be providing food and shelter and, possibly, specialized training to terrorists or others who have the intention to do harm to the organization or, possibly, to the nation.  There are a number of examples of this situation associated with the terrorist attacks in the United States on September 11, 2001.  Even "odd jobs" or temporary employment can allow spies, hackers, criminals and terrorists the time and money they need to wait to be activated, or can facilitate the training process in support of their future missions.

(Worth 5 points for a "YES" answer.)

(6) Does the organization track compliance with the security policy?

Most organizations are very informal when it comes to security policy compliance tracking.  There are a few basics requirements of human behavior and even more basics of good human resources management that are satisfied with a formal policy of tracking compliance and non-compliance with security policy.  The human behavior elements are, basically, that if a person knows their compliance or non-compliance with policy is being monitored, and their score in that area is tied to employment/non-employment or bonuses, they are more likely to know that management is serious about the policy.  The employees are, therefore, more likely to adhere to the policy to the extent possible.  Another element is that by tracking and logging non-compliance it is possible to see patterns as well as to go back after the fact, for forensics purposes.  Any organization interested in using this historical information for purposes of prosecution should also assure that the quality, accuracy and non-repudiation aspects of the log files meet basic evidentiary requirements for the legal jurisdiction in which any potential case may be tried.  Though this is an important audit point, changing a "no" answer to a "yes" answer is not always expensive.  Many organizations use an existing human resources package that might have the option of tracking time clock violations or some other breach of personnel policy.  Systems of this type often have a "ticketing" system with an employee acknowledgement function.  This tracking not only provides a level of fairness it also provides a reporting system for management to see where compliance problems exist so they may be addressed.

(Worth 5 points for a "YES" answer.)

(7) Does the organization cooperate on security initiatives with suppliers, contractors and/or clients?

A formal security cooperation program between related companies is as important as a program between related countries and the issues are quite the same.  Any organization has security objectives in common with closely related companies and the fates of those organizations are inextricably intertwined.  Consider, for instance, if Company A provides raw materials to Company B.  Any interruption of the supply chain or sabotaging or tampering with the raw materials of Company A has a direct effect on Company B.  What alternatives does Company B have to protect its interests?  One option, of course, may be to have several sources of raw material, possibly from different geographic areas in order to reduce the risk of not having raw materials.  This is not always possible, depending upon the specific industry and "raw materials" we are discussing.  Not only is it not always possible, but increasing the number of sources also increases the security risk as it spreads the focus of security over a broader group of related companies.  The same types of issues exist when considering the relationship of the organization to clients.  Materials and information must be shared, and this also increases the window of opportunity for sabotage, espionage, theft and other security issues.

(Worth 5 points for a "YES" answer.)

Infrastructure and Physical Security Audit

(8) Does the organization have back-up plans for basic services?

It is unlikely that all but the largest, most visible organizations will be the direct target of terrorist or criminal activity affecting basic services such as water and electricity.  It is possible, however, that an attack on municipal or state systems will have the indirect effect of depriving the organization of such services.  For this reason each organization must understand the impact and have at least a minimal back-up plan.  Consider back-up plans for water, electricity, HVAC, transportation systems and basic supplies and raw materials.  In some cases simple stockpiling can solve a short outage and in other cases it is possible to get entire back-up systems, such as power generation equipment, which can run the business for an indefinite length of time.

(Worth 5 points for a "YES" answer.

(9) Does the organization have a disaster recovery plan for network and IT services?

The following section covers data backup and security and is usually the purview of the Information Technology (IT) department.  This item covers availability of physical back-up computers and the implementation of a disaster recovery plan and often includes physical plant personnel and others who are not normally associated with the IT area.  Items in this area can include the physical movement of data center or call center personnel to an alternate off-site location, physical off-site vaults or data storage for back-up information, physical location and management of mirror servers and similar related activities.

(Worth 5 points for a "YES" answer.)

(10) Does the organization have a security plan for especially hazardous materials or processes?

Each organization will understand exactly what this means in their own context, and should have a specific security plan to cover it.  This question may mean nuclear material, it may mean caustic chemicals or it may mean protection from manufacturing processes which might pose a threat to the local community for a variety of contamination reasons.

(Worth 5 points for a "YES" answer.)

(11) Does the organization use basic access control systems such as key cards, cameras linked to guards or keypads?  Is access logged and are log files maintained for historical purposes?

Organizations should be able to document the movement of employees, suppliers, clients, service personnel and other visitors (employee family members, fire inspection teams, food service workers, etc.) in and out of a facility.  Use of key cards, cameras with remote admission systems and similar systems provide a big advantage over paper logs or no logging at all.  Log files should be maintained for historical purposes in such a manner that their authenticity can be validated and that tampering is greatly reduced.

(Worth 5 points for a "YES" answer.)

(12) Does the organization use advanced access control systems such as biometrics (fingerprints, facial recognition and/or voice recognition)?

For many organizations the old paper logs provide a sufficient record of entrances and exits for low-traffic or less secure facilities.  The next level of access logging and control is a system based upon key cards, key pads, remote cameras or similar devices as discussed in the prior question.  Many organizations, however, utilize more expensive and more precise methods of access control, such as finger print readers or retina scanners.  The organization is awarded extra points for the proper implementation and use of such systems as they take facilities security to the next level and further reduce the chances of unauthorized access when used properly.  These types of systems also usually include indexing systems which are designed to perform rapid searches of the transaction logs to show specific events or patterns of events.

(Worth 5 points for a "YES" answer.)

(13) Does the organization combine basic and advanced control systems such as voice recognition plus a Personal Identification Number (PIN)?

Implementation and use of multiple access control systems provide additional benefits and make systems more difficult to compromise.  Using voice recognition for access, as an example, is a good biometric check, but can be defeated with a tape recorder/player.  Voice recognition plus a pass card or use of a keypad to enter a Personal Identification Number (PIN) strengthens the system.

(Worth 5 points for a "YES" answer.)

Network Security Audit

(14) Does the organization have any of the following:

· User assigned passwords? 

· Direct dial-in telephone lines?

· Unsecured Telnet terminal access over the Internet or other IP network.

· Routers used in the role of security devices such as packet filters, 'firewalls', or intranet/Internet gateways, proxy servers or translation gateways? 

· PCs, workstations or terminals without automatic, time-based, logoff? 

· Non-secure physical access to any site or facility where computer or communications equipment is stored or used?

· Home users on VPNs sharing LANs or DSL connections with family members.

There are a plethora of convenience features in any network.  Not only do they make the task of using or administering the network easier, they also facilitate the ease of hacking of the network.  User assigned passwords, for instance, allow the user to create a password that is easy for the user to remember, but often creates a gaping whole in security as user-defined passwords are often based upon dictionary terms which are easily cracked.  Dial-in modems without dial-back security features, for instance, facilitate ease of use from home or administration of systems at a distance.  Telnet is the IP network version of 'dial in' and allow hacking of systems from all over the world.  Each of the 'ease of use' or cost reduction items listed above, and a myriad others, constitute potential vulnerabilities in organization security which can be exploited by outsiders as well as malicious insiders.

(Subtract 1 points for each "YES" answer above, but not more than 5 points.)

(15) Does the organization use a "firewall" or other similar "perimeter security” product or service?  Does the organization manage the firewalls themselves or do they use a third party service?

While use of a firewall or similar type of system does not, in itself, assure the security of a network or networked system(s) it is a very useful tool.  In addition to the basic question about the existence of a firewall are questions about how the firewall is implemented and managed.  For instance, is the firewall a part of a managed Virtual Private Network (VPN) system or service, or is it managed in isolation?  Are all firewalls managed from a central authority and from a central rules base, or are different firewalls managed from different areas within the organization?  Is it possible that one firewall might admit network traffic that another one prohibits, and vice versa?  When considering the firewall's capabilities other areas of interest are if the firewall supports stateful inspection, logging, proxy services and a wide variety of key features.  Another common approach to firewalls is to implement firewalls in a back-to-back "DMZ" configuration, thereby reducing the effectiveness of an assault on a single firewall and requires a coordinated breach of both firewalls for the attackers to be successful in compromising organizational security.  An additional bit of fine tuning to a DMZ configuration is the use of two different firewall products to further increase the complexity of any attack.

(Worth 5 points for each "YES" answer.  A possible 10 points total.)

(16) Does the organization use an Intrusion Detection System (IDS)?  Does the organization utilize a third party intrusion monitoring service?

Formal Intrusion Detection Systems (IDSs) monitor access requests and requests for files and other resources and coordinate those requests with log files and other records of past network and system activity.  Very advanced systems used in governmental and military applications can also cross-check and coordinate physical site access logs with network logs.

Intrusion Detection Systems also alert network managers when a possible intrusion is detected.  Intrusions can be handled in a variety of ways, either from a pre-determined script, or as determined at the time an intrusion is detected.  Intrusions may be stopped completely, isolated or allowed to continue and be monitored and logged.

The maintenance of an Intrusion Detection System requires a lot of manually intensive updating and customization as new intrusion signatures (the series of steps or processes indicating an intrusion has occurred) are discovered and updated.  An extra five points are awarded in this audit for use of an outside, third party, intrusion monitoring service.

(Worth 5 points for each "YES" answer.  A possible total of 10 points.)

(17) Does the organization use a Virtual Private Network for external access?  Are special security procedures in place at the remote locations to avoid exploitation of the VPN connection?

A Virtual Private Network (VPN) can be a very effective tool for secure communications, especially if the organization wishes to increase geographic coverage and reduce operating costs by using the public Internet for some or all of the network transport.  On the other hand, use of a VPN can also lead to a false sense of security.  Through the use of secure, often encrypted/systematically scrambled connections known as tunnels, the VPN effectively extends the secure entry points into the network out to the remote location.  Breaking into the intermediate connections, the tunnels, corrupting or otherwise compromising the information is extremely difficult.  On the other hand, simply going to the user-end of the tunnel and 'hair pinning' back into the secure connection is an easy exploit which can be accomplished in a variety of ways and is relatively simple to execute.  Simply using VPN services is not enough to gain the points that are possible from this audit point.  The organization must use VPNs in conjunction with special procedures at remote locations designed to avoid unauthorized access to the VPN.  One such technique that can be used is called Air Gap Technology (AGT).  AGT means that the VPN-connected computers share no connection with the other computers or networks.

(Worth 5 points for a "YES" answer to both questions.)

18) Does the organization implement network security in a manner which is non-obtrusive and which has a minimum impact on productivity?

Security is mandatory in any situation, but must be evaluated in terms of its impact on productivity and system ease of use.  Often a more expensive security solution is justified if it minimizes negative impact on productivity and system or user effectiveness.

(Worth 5 points for a "YES" answer.)

(19) Does the organization have policies and procedures in place to manage a situation where their systems are used to launch an attack on other systems?

A very common type of hacking attack uses the organizations' network-connected computers to elicit a return attack (or hack back) from another organization.  By the time the smoke clears the hacker is long gone and the damage has been done.  For example, the hacker's target is Company A.  The hacker compromises one or more computers or servers of Company A and installs an attack program.  The attack program is executed and launches an attack on Company (or even government or military) B.  Company B sees the attack (a denial of service attack, for instance, in which hundreds of thousands of incoming requests tie up computing and server resources) coming from Company A and retaliates.  Company A is unaware that the hacker had started the attack from their platform and suffers from the attack until they can get Company B to stop.  Getting Company B to stop can be very difficult if time zones, cultural and language differences are involved.  It can be even more difficult if Company A and Company B are historical adversaries.  It is noteworthy that current case law is such that Company A also bears a legal liability if the cannot show they have sufficiently protected their systems form being exploited.

(Worth 5 points for a "YES” answer) 

(20) Does the organization have security policies and technologies for dealing with wireless communications?

Wireless systems, both voice and data, are becoming more and more pervasive each day for communications between mobile individuals as well as in the guise of wireless Local Area Networks (LANs) and Wireless Local Loops (WLLs) to replace the traditional copper wire for network access.  This question deals with secure systems put in place to avoid problems with wireless security.

(Worth 5 points for a "YES” answer) 

SCORING:

90-100+ Points
Excellent awareness of security issues, vulnerabilities and scenarios.  Apparently needs no help, but is probably not answering honestly.

80-89 Points
Overall scores are good.  Security efforts should focus on the particular areas that are not at 100% as indicated by questions not answered yes on the survey.

70-79 Points
Needs some help. Would recommend that they read, and implement the suggestions from, Secrets & Lies, by Bruce Schneier and Inside Internet Security (What Hackers Don't WantYou to Know), by Jeff Crume.
69 Points
Recommend that key management attend formal network security training and that an outside organization be engaged to assist with a more formal audit and identification of potential solutions.

68 and lower 
Recommend a full consultation and security audit by an accredited and recognized outside security consulting firm.
The Consultant Registry

Telecommunications & Security Consulting and Training Since 1994

4405 Northside Parkway, Suite 2120 Atlanta, Georgia 30327 USA
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