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Executive Summary 
 
The 2012 Application and Service Delivery Handbook will be published both in its entirety and in 
a serial fashion.  This is the second of the serial publications.   The first publication focused on 
describing a set of factors, such as chatty protocols, that have traditionally complicated the task of 
ensuring acceptable application delivery.  Building on the first publication, the primary goal of this 
publication is to describe a set of emerging challenges, such as the movement to bring your own 
device to work, that are beginning to impact the ability of IT organizations to ensure acceptable 
application and service delivery.  Given the breadth and depth of the impact of virtualization and 
cloud computing on every aspect of IT, both of those topics are in a separate subsection in this 
document. 
 
Subsequent publications of the 2012 Application and Service Delivery Handbook will focus on: 

 
• Describing the products and services that are available to improve the performance of 

applications and services. 
 

• Describing the products and services that are available to improve the management and 
security of applications and services. 

 
The fifth and final publication will include an executive summary as well as a copy of the complete 
document. 
 
While some of the emerging challenges described below are relatively new, some of them are 
the natural extension of the traditional challenges that were described in the first of the serial 
publications of The 2012 Application and Service Delivery Handbook.  For example, the 
challenges associated with supporting mobile workers are the natural extension of the 
challenges associated with supporting distributed employees that were previously discussed.   
 
The preceding section of The 2012 Application and Service Delivery Handbook described 
the surveys that were administered to the subscribers of Webtorials.  Throughout this document, 
the IT professionals that responded to those surveys will be referred to as The Survey 
Respondents. 

http://www.webtorials.com/content/2012/06/2012-application-service-delivery-handbook.html
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The Emerging Application and Service Delivery Challenges  
 
In order to get a snapshot relative to how much of an impact the emerging application and 
service delivery challenges will have on IT organizations, The Survey Respondents were asked 
“How will the ongoing adoption of mobile workers, virtualization and cloud computing impact the 
difficulty that your organization has with ensuring acceptable application performance?”  Their 
responses are shown in Figure 1.  The data in Figure 1 indicates that ensuring acceptable 
application and service delivery continues to become increasingly challenging.  

 
IT organizations are beginning to face 

a set of new challenges which is 
expected to significantly complicate 

the task of ensuring acceptable 
application and service delivery. 

 
 
 
 
 
 
Mobility and BYOD 
 
As previously noted, one of the traditional application delivery challenges was the fact that many 
employees who had at one time worked in a headquarters facility now work someplace else; 
i.e., a regional, branch or home office.  The logical extension of that challenge is that most IT 
organizations now have to support a work force that is increasingly mobile.   
 
There are a number of concerns relative to supporting mobile workers.  One such concern is 
that up through 2010, the most common device used by a mobile worker was a PC.  In 2011, 
however, more tablets and smartphones shipped than PCs1.  Related to the dramatic shift in the 
number and types of mobile devices that are being shipped, many companies have adopted the 
BYOD (Bring Your Own Device to work) concept whereby employees use their own devices to 
access applications.   
 
The Survey Respondents were asked to indicate the types of employee owned devices that 
their organization allows to connect to their branch office networks and which of these devices is 
actively supported, Their responses are shown in Table 1.   

                                                      
1 http://gizmodo.com/5882172/the-world-now-buys-more-smartphones-than-computers 

Figure 1: Impact of Emerging 
Challenges on Application  and Service 
Delivery 
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Table 1:  Support for Employee Owned Devices 
 Not Allowed Allowed but 

not Supported 
Allowed and 
Supported 

Company managed, employee owned 
laptop 22% 24% 54% 
Employee owned and managed laptop 38% 38% 25% 
Blackberry 17% 24% 58% 
Apple iPhone 14% 30% 55% 
Android phone 19% 33% 48% 
Windows mobile phone 26% 40% 34% 
Apple iPad 18% 40% 52% 
Android based tablet 28% 37% 35% 
Windows based tablet 28% 36% 37% 

 
The data in Table 1 indicates that there is wide acceptance BYOD.  As a result, the typical 
branch office network now contains three types of end user devices that are all accessing 
business critical applications and services.  This includes PCs as well as the new generation of 
mobile devices; i.e., smartphones and tablet computers.  Because of their small size, this new 
generation of mobile devices doesn’t typically have wired Ethernet ports and so they are 
typically connected via what is hopefully a secure WiFi network in the branch office.   
 
This new generation of mobile devices, however, doesn’t run the Windows O/S and the existing 
security and management services for PCs must be extended for mobile devices or 
alternatively, additional products added to perform these functions.  Similar to PCs, smartphone 
and tablet computers are subject to malware and network intrusion attacks.  On PCs, there are 
mature, robust products for malware protection (e.g. anti-virus software) and network intrusion 
protection (e.g., personal firewall), but these protections are just now emerging for smartphones 
and tablet computers2.  Similarly, inventorying and updating installed software on smartphone 
and tablet computers are emerging capabilities and a critical area for Mobile Device 
Management solutions. 
 

The BYOD movement has resulted in a loss of control and policy enforcement.   
 
These new mobile devices are more mobile than is the traditional laptop and this causes some 
changes relative to how users remotely access corporate applications.  For example, with the 
new generation of mobile devices, end users utilize remote access services more frequently and 
for more total time.  The adoption of BYOD also results in a doubling or tripling of the number of 
operating systems that must be supported.  This requires the expansion of remote access 
solutions. Often times, however, the existing remote access gateways cannot support the new 
mobile O/S platforms and parallel remote access solutions must be added. Avoiding this 
expansion is one advantage of using thin client access for the new generation of mobile 
devices. 

                                                      
2 
http://www.computerworld.com/s/article/9224244/5_free_Android_security_apps_Keep_your_smartphone
_safe) 

http://www.computerworld.com/s/article/9224244/5_free_Android_security_apps_Keep_your_smartphone_safe
http://www.computerworld.com/s/article/9224244/5_free_Android_security_apps_Keep_your_smartphone_safe
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Unfortunately, this new generation mobile devices were architected and designed primarily for 
consumer use which is an environment in which the IT security risk is lower than it is in a 
corporate environment.  A compromised consumer device typically exposes the consumer to 
loss in the range of hundreds to thousands of dollars.  A compromise in a corporate setting can 
result in a loss of tens of thousands to millions of dollars.  Unfortunately, as noted, the new 
generation of end user devices cannot currently match the security and manageability of PCs.  
This creates security and management challenges in general and can prevent these devices 
from being used where strict security regulations must be adhered to; e.g., the Healthcare 
Insurance Portability and Accountability Act (HIPPA) and the Payment Card Industry Data 
Security Standard (PCI DSS).   
 

Adopting BYOD increases a company’s vulnerability to security breaches.   
 
Another key concern relative to supporting mobile workers is how the applications that these 
workers access have changed.  At one time, mobile workers tended to primarily access either 
recreational applications or applications that are not delay sensitive; e.g., email.  However, in 
the current environment mobile workers also need to access a wide range of business critical 
applications, many of which are delay sensitive.  This shift in the applications accessed by 
mobile workers was highlighted by SAP’s announcement3 that it will leverage its Sybase 
acquisition to offer access to its business applications to mobile workers.  One of the issues 
associated with supporting mobile workers’ access to delay sensitive, business critical 
applications is that, as previously discussed, because of the way that TCP functions, even the 
small amount of packet loss that is often associated with wireless networks results in a dramatic 
reduction in throughput.  
 
In order to quantify the concern amongst IT organizations about ensuring acceptable application 
and service delivery to mobile workers, The Survey Respondents were asked how important it is 
for their IT organization over the next year to get better at improving the performance of 
applications used by mobile workers.  Their responses are shown in Figure 2. 

One conclusion that can be drawn from the 
data in Figure 2 is that roughly half of all IT 
organizations consider it to be either 
extremely or very important to get better at 
improving the performance of applications 
used by mobile workers.   

 
Mandate for Agility 
 
BYOD is a key component of the overall 
consumerization of IT movement that has 
been evolving slowly over the last ten years.   
A decade ago the vast majority of the 
company’s employees didn’t regard 
themselves as being technology savvy.  
However, today the environment is 
dramatically different.  It has become very common for a company’s employees to have wifi in 

                                                      
3 Wall Street Journal, May 17, 2012, page B7 

Figure 2: Importance of Optimizing Mobile 
Applications 
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their apartments and homes as well as high-speed access to the Internet.  They usually have 
email accounts from companies such as Google or Yahoo that allow them to save a huge 
volume of emails and most have devices at home that can print, scan and copy documents.  
They also have smartphone and tablets that allow them to quickly download, either for free or 
for very little money, an application that will tell them whatever they need to know, from the artist 
who recorded a song that is playing in the background to the location of the closest frozen 
yogurt store to their arrival gate at virtually any airport.   
 
Because of their awareness of the technology that is available to them in their homes and from 
the Internet, a growing number of business and functional managers don’t want to be told that it 
will takes months for the IT organization to implement the functionality they need.  This pressure 
is pushing IT organizations to become much more agile than they ever have been.   
 

IT organizations are under more pressure for agility than they ever have been in 
the past. 
 

In many cases, if IT organizations don’t become more agile, the business and functional 
managers that they support will increasingly turn to public cloud providers and the value 
provided by IT organizations will steadily diminish. 
 
IT Organizations as Service Brokers 
 
In the traditional IT environment, the IT organization is the primary provider of IT services.  Part 
of the challenge that is associated with the IT organization being the primary provider of IT 
services is that sometimes the IT organization can’t meet the needs of the business units in a 
timely fashion.  In the past, the way that business unit managers have dealt with this lack of 
support was by having their own shadow IT organization whereby the business unit managers 
have some people on their staff whose role is to provide the IT services that the business unit 
manager can’t get from the IT organization.   
 

In the current environment, public cloud providers sometimes play the role of a 
shadow IT organization.  

 
Public cloud providers play this role when a company’s business and functional managers go 
around the company’s IT organization to obtain services or functionality that they either can’t get 
from their IT organization or they can’t get in a timely or cost effective manner.  In some 
instances the IT function is in a position to stop the non-sanctioned use of public cloud 
computing once they find out about it.  However, in many other instances they either are 
unaware that public cloud computing solutions are being used or they aren’t in a position to stop 
that from happening.   
 
Instead of trying to prevent business unit managers from acquiring public cloud services, a 
better role for an IT organization is to modify their traditional role of being the primary provider of 
IT services and to adopt a role in which they provide some IT services themselves and act as a 
broker between the company’s business unit managers and cloud computing service providers 
for other services.   In addition to contract negotiations, the IT organization can add value by 
ensuring that the acquired application or service doesn’t create any security or compliance 
issues, can perform well, can be integrated with other applications as needed, can scale, is cost 
effective and can be managed.   
 



 
Application and Service Delivery Challenges                                  June 2012   
 

 
 

Page 6 

IT organizations can provide a lot of value by acting as a broker of services 
provided both internally and externally. 

 
Increasing Number of Business Critical Applications 
 
As automation and web technologies have been embraced, the functional size of the typical 
application has decreased. A few decades ago, software packages were bought and 
customized.  The software package – the application – typically provided comprehensive 
functionality to multiple business units within a company and it was often customized to present 
bite size units of functionality to each department.  For example, a financial application would 
often include functionality for accounts receivable, fixed assets, accounts payable, inventory 
tracking, purchase orders, order entry, etc.  The application was customized to slice down the 
options to present just the right amount of functionality to the various departments of the 
business.  In the vast majority of cases, large companies ran the majority of their key business 
processes on just a handful of these large, comprehensive business critical applications. 
 
As web technologies evolved, the original application became a database with web services in 
front of the database and the functionality provided to a given department became the new 
application.  In essence, the large software package became a series of smaller web 
applications.  In most cases, the sum of the functionality provided by the smaller web 
applications equaled or surpassed the functionality of the original application.  The introduction 
of smartphones and tablet computers further narrows the focus of an application – now called 
an app – to just a portion of the transactions done on the departmental website.  The 
transformation of large software packages into smaller web applications and the deployment 
and use of smartphones and tablets are two of the reasons driving the increase in the number of 
business critical applications. 
 

Within most organizations the number of business critical applications is 
increasing dramatically.  

 
In order to better understand the trend to have an increasing number of business critical 
applications, The Survey Respondents were asked, “How many applications does your 
company consider to be business critical?”  Their responses are shown in Table 2. 
 

Table 2: Number of Business Critical Applications 
Number of Business 
Critical Applications 

All Companies Large Companies 

1- 5 32.1% 5.7% 
6 – 10 22.6% 7.5% 
11 – 20 16.5% 15.1% 

21 – 100 18.4% 37.7% 
> 100 10.4% 34.0% 

 
The middle column of Table 2 shows the responses of all of The Survey Respondents while the 
right hand column shows the responses of just The Survey Respondents who work in a 
company that has 10,000 or more employees.  One observation that can be drawn from Table 2 
is that currently over a quarter of all companies have more than 20 business critical 
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applications.  The trend to have a growing number of business critical applications is even more 
pronounced in large companies.   
 

Over a third of large companies have more than 100 business critical applications. 
 
Services Oriented Architectures (SOA) with Web Services 
 
The movement to adopt a Service-Oriented Architecture (SOA) based on the use of Web 
services-based applications represents another major step in the development of distributed 
computing.  Part of the appeal of an SOA is that: 
 

• Functions are defined as reusable services where a function can be a complex business 
transaction such as ‘Create a mortgage application’ or ‘Schedule Delivery’.  A function 
can also be a simple capability such as ‘Check credit rating’ or ‘Verify employment’.   

• Services neither know nor care about the platform that other services use to perform 
their function.   

• Services are dynamically located and invoked and it is irrelevant whether the services 
are local or remote to the consumer of the service.   

 
In a Web services-based application, the Web services that comprise the application typically 
run on servers housed within multiple data centers.  As a result, the negative impact of the WAN 
(i.e., variable delay, jitter and packet loss) impacts the performance of a Web services-based 
application more than it does the performance of a traditional n-tier application. 
 
Web 2.0 and Rich Internet Applications 
 
A key component of Web 2.0 is that the content is very dynamic and alive and that as a result 
people keep coming back to the website.  One of the concepts that is typically associated with 
Web 2.0 is the concept of an application that is the result of aggregating other applications; 
a.k.a.; a mashup.  
 
Another industry movement often associated with Web 2.0 is the deployment of Rich Internet 
Applications (RIA).  In a traditional Web application all processing is done on the server, and a 
new Web page is downloaded each time the user clicks.  In contrast, an RIA can be viewed as 
“a cross between Web applications and traditional desktop applications, transferring some of the 
processing to a Web client and keeping (some of) the processing on the application server.” 4   
 
The introduction of new technologies tends to further complicate the IT environment and leads 
to more security vulnerabilities.  AJAX (Asynchronous JavaScript and XML) is a good example 
of that.  AJAX is actually a group of interrelated web development techniques used on the client-
side to create interactive web applications.  While the interactive nature of AJAX adds significant 
value, it also creates some major security vulnerabilities.  For example, if they are not properly 
validated, user inputs and user-generated content in an application can be leveraged to access 
sensitive data or inject malicious code into a site.  According to the AJAX Resource Center5 the 
growth in AJAX applications has been accompanied by a significant growth in security flaws and 
that this growth in security flaws “has the potential to turn AJAX-enabled sites into a time bomb.” 

                                                      
4 Wikipedia on Rich Internet Applications  
5 Ajax Resource Center 

http://en.wikipedia.org/wiki/Rich_Internet_Application
http://www.ajaxtopics.com/security.html
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The Increased Focus on Services 
 
Just as IT organizations are getting somewhat comfortable with managing the performance of 
applications they are being tasked with managing the performance of services.  IT professionals 
use the term service in a variety of ways.  Throughout this handbook, the definition of the term 
service will include the key characteristics of the ITIL (Information Technology Infrastructure 
Library) definition of service6.  Those characteristics include that a service: 
 

• Is based on the use of Information Technology. 
• Supports one or more of the customer's business processes.  
• Is comprised of a combination of people, processes and technology. 
• Should be defined in a Service Level Agreement (SLA). 

 
In part because the ongoing adoption of virtualization and cloud computing has created the 
concept of everything as a service (XaaS), the term service as used in this handbook will 
sometimes refer to services that IT organizations acquire from a public cloud computing 
provider.  These services include storage, compute and applications.  Alternatively, the term 
service as used in this handbook will sometimes refer to business services that involve multiple 
inter-related applications.  As is discussed in a subsequent section of the handbook, part of the 
challenge in supporting effective service delivery is that, on a going forward basis, a service will 
increasingly be supported by an infrastructure that is virtual.  In addition, on a going forward 
basis, a service will increasingly be dynamic and can be provisioned or moved in a matter of 
seconds or minutes. 
 
The Survey Respondents were asked to indicate how important it was over the next year for 
their IT organization to get better at monitoring and managing the services that they acquire 
from a public cloud computing vendor.  Their answers are shown in Table 3. 
 

Table 3:  Importance of Monitoring and Managing Public Cloud Services 
 Storage Services Compute Services Applications 
Extremely Important 7.2% 6.4% 15.6% 
Very Important 16.3% 20.3% 21.7% 
Moderately Important 26.5% 23.8% 29.4% 
Slightly Important 25.3% 25.0% 19.4% 
Not at all Important 24.7% 24.4% 13.9% 

 
The data in Table 3 indicates that IT organizations are notably more interested in managing the 
applications that they acquire from a Software-as-a-Service (SaaS) provider than they are the 
services that they acquire from an Infrastructure-as-a-Service (IaaS) provider.  Unfortunately the 
task of managing SaaS-based applications is significantly harder than managing solutions from 
an IaaS provider.  That follows because it is relatively easy for an IT organization to host some 
virtualized management, security or optimization functionality at the IaaS provider’s facility and 
almost impossible for an IT organization to host virtualized management, security or 
optimization functionality at a SaaS provider’s facility.  
 
As shown in Table 3, 24.7% of The Survey Respondents responded with “not at all important” 
when asked about the importance of getting better at monitoring and managing storage services 
                                                      
6 ITIL definition of service 

http://www.knowledgetransfer.net/dictionary/ITIL/en/IT_Service.htm
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that they acquire from a public cloud computing vendor.  The 24.7% was the largest percentage 
to respond with “not at all important” for any of the twenty management tasks that were 
presented to The Survey Respondents.  Given that, it is possible to conclude that monitoring 
and managing the storage services obtained from an IaaS vendor is not an important task.  
However, that conclusion is contradicted by the fact that almost a quarter of The Survey 
Respondents indicated that getting better at monitoring and managing storage services 
acquired from an IaaS vendor was either very or extremely important.  A more reasonable 
conclusion is based on the observation that many companies don’t make any use of storage 
and compute services from an IaaS vendor and the ones that do often make only minor use of 
such services.  Based on that observation, the data in Table 3 suggests that if a company 
makes significant use of the services provided by an IaaS vendor, then monitoring and 
managing those services is indeed an important task.   
 
It is also insightful to realize the in last year’s surveys, 32.6% of The Survey Respondents 
responded with “not at all important” when asked about the importance of getting better at 
monitoring and managing storage services that they acquire from a public cloud computing 
vendor.   
 

The interest on the part of IT organizations to manage services that they acquire 
from an IaaS vendor has increased over the last year. 

 
The Survey Respondents were also asked to 
indicate how important it was over the next year 
for their organization to get better at managing a 
business service, such as CRM, that is supported 
by multiple, inter-related applications.  Their 
responses are shown in Figure 3. 
 

Getting better at managing a business 
service that is supported by multiple, inter-

related applications is an important task 
for the vast majority of IT organizations. 

 
 
 
 

Internal Service Level Agreements (SLAs) 
 
IT organizations have historically insisted on receiving an SLA for services such as MPLS that 
they acquire from a service provider.  However, IT organizations have been reluctant to offer an 
SLA internally to their organization’s business and functional managers.  That situation has 
changed over the last couple of years and today roughly half of IT organizations provide internal 
SLAs and that percentage is expected to grow.  In the current environment, IT organizations are 
more likely to offer an SLA for: 
 

• Availability than for performance 
• Networks than for applications 
• A selected set of WAN links or applications rather than for all of the WAN or all 

applications 
 

Figure 3:  Importance of Managing a 
Business Service 
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Most IT organizations, however, report that the internal SLAs that they offer are relatively weak 
and that they often don’t have the tools and processes to effectively manage them.   
 
The Survey Respondents were asked how important it is for their IT organization over the next 
year to get better at effectively managing SLAs for one or more business-critical applications.  
Their responses are shown in Figure 4. 
 
The data in Figure 4 leads to two related 
conclusions.  The obvious conclusion is that 
managing internal SLAs is either very or extremely 
important to the majority of IT organizations.  The 
somewhat more subtle conclusion is that managing 
internal SLAs is difficult or else the majority of IT 
organizations would already be doing a good job of 
managing these SLAs and hence would not be 
striving to get better at the task.  Unfortunately, as 
will be discussed in a subsequent subsection of the 
handbook, the movement to utilize public cloud 
computing services greatly increases the difficulty 
associated with managing an internal SLA. 
 

Figure 4:  The Important of Getting 
Better at Managing Internal SLAs 
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Virtualization 
 
Server Virtualization 
 
Interest in Server Virtualization 
 
In order to quantify the interest that IT organizations have in server virtualization, The Survey 
Respondents were asked to indicate the percentage of their company’s data center servers that 
have either already been virtualized or that they expected would be virtualized within the next 
year.  Their responses are shown in Table 4. 
 
Table 4:  Deployment of Virtualized Servers 
 None 1% to 25% 26% to 50% 51% to 75% 76% to 100% 

Have already been 
virtualized 18% 30% 25% 16% 11% 
Expect to be virtualized 
within a year 11% 28% 24% 25% 12% 

 
The data in Table 4 indicates that the vast majority of organizations have made at least some 
deployment of server virtualization and that the deployment of server virtualization will increase 
over the next year. 
 
One of the challenges that is introduced 
by the deployment of virtualized servers 
is that, due to the limitations of 
vSwitches once a server has been 
virtualized, IT organizations lose 
visibility into the inter-VM traffic.  This 
limits the IT organization’s ability to 
perform functions such as security 
filtering, performance monitoring and 
troubleshooting.  To quantify the impact 
of losing visibility into the inter-VM 
traffic, The Survey Respondents were 
asked how important it is for their IT 
organization over the next year to get 
better at managing the traffic that goes 
between virtual machines on a single 
physical server.  Their responses are shown in Figure 5. 
 
The data in Figure 5 indicates that, while there is significant interest in getting better at 
managing inter-VM traffic, the level of interest is less than the level of interest that The Survey 
Respondents indicated for many other management tasks 
 
Many of the same management tasks that must be performed in the traditional server 
environment need to be both extended into the virtualized environment and also integrated with 
the existing workflow and management processes.  One example of the need to extend 
functionality from the physical server environment into the virtual server environment is that IT 

Figure 5:  Manage the Inter-VM Traffic 
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organizations must be able to automatically discover both the physical and the virtual 
environment and have an integrated view of both environments. This view of the virtual and 
physical server resources must stay current as VMs move from one host to another, and the 
view must also be able to indicate the resources that are impacted in the case of fault or 
performance issues. 
 
To quantify the impact that managing on a per-VM 
basis is having on IT organizations,  
The Survey Respondents were asked how 
important it is for their IT organization over the next 
year to get better at performing traditional 
management tasks such as troubleshooting and 
performance management on a per-VM basis.  
Their responses are shown in Figure 6. 
 
One observation that can be drawn from the data in 
Figure 6 is that unlike the situation with managing 
inter-VM traffic: 
 

 
 

 
Half of the IT organizations consider it to be either very or extremely important 
over the next year for them to get better performing management tasks such as 

troubleshooting on a per-VM basis. 
 
To put the challenge of troubleshooting on a per-VM basis into perspective, consider a 
hypothetical 4-tier application that will be referred to as BizApp.  For the sake of this example, 
assume that BizApp is implemented in a manner such that the web server, the application 
server and the database server are each running on VMs on separate servers, each of which 
has been virtualized using different hypervisors.  One challenge that is associated with 
troubleshooting performance problems with BizApp is that each server has a different 
hypervisor management system and a different degree of integration with other management 
systems.   
 
In order to manage BizApp in the type of virtualized environment described in the preceding 
paragraph, an IT organization needs to gather detailed information on each of the three VMs 
and the communications between them.  For the sake of example, assume that the IT 
organization has deployed the tools and processes to gather this information and has been able 
to determine that the reason that BizApp sporadically exhibits poor performance is that the 
application server occasionally exhibits poor performance.   However, just determining that it is 
the application server that is causing the application to perform badly is not enough.  The IT 
organization also needs to understand why the application server is experiencing sporadic 
performance problems. The answer to that question might be that other VMs on the same 
physical server as the application server are sporadically consuming resources needed by the 
application server and that as a result, the application server occasionally performs poorly.  A 
way to prevent one VM from interfering with the performance of another VM on the same 
physical server is to implement functionality such as VMotion7 that would move a VM to another 

                                                      
7 VMotion 

Figure 6:  Managing on a per-VM 
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http://www.vmware.com/products/vmotion/overview.html
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physical server if performance degrades.  However, as discussed in the next sub-section, the 
dynamic movement of VMs creates a whole new set of challenges. 
 

Troubleshooting in a virtualized environment is notably more difficult than 
troubleshooting in a traditional environment. 

 
The next subsection of the handbook will make use of BizApp to discuss how cloud computing 
further complicates application and service delivery. 
 
Challenges of Server Virtualization 
 
The preceding sub-section mentioned some of the high level challenges created by server 
virtualization.  Another high level challenge created by server virtualization is related to the 
dynamic nature of VMs.  For example, a VM can be provisioned in a matter of seconds or 
minutes.  However, in order for the VM to be useful, the IT organization must be able to 
establish management capabilities for the VM in the same timeframe – seconds or minutes.   
 
In addition, one of the advantages of a virtualized server is that a production VM can be 
dynamically transferred to a different physical server, either to a server within the same data 
center or to a server in a different data center, without service interruption.  The ability to 
dynamically move VMs between servers represents a major step towards making IT more agile 
and, as previously discussed, becoming more agile is a critical goal for IT organizations.  There 
is a problem, however, relative to supporting the dynamic movement of VMs that is similar to the 
problem with supporting the dynamic provisioning of VMs.  That problem is that today the 
supporting network and management infrastructure is still largely static and physical.  So while it 
is possible to move a VM between data centers in a matter of seconds or minutes, it can take 
days or weeks to get the network and management infrastructure in place that is necessary to 
enable the VM to be useful.   
 
In order to quantify the concern that 
IT organization have with the mobility 
of VMs, The Survey Respondents 
were asked how important it is for 
their IT organization over the next 
year to get better at supporting the 
movement of VMs between servers in 
different data centers.  Their 
responses are shown in Figure 7. 
 
Given that the data in Table 4 
indicates that IT organizations plan to 
increase their deployment of 
virtualized servers, one observation 
that can be drawn from the data in 
Figure 7 is that:  
 

Supporting the movement of VMs between servers in different data centers is an 
important issue today and will become more so in the near term. 

 

Figure 7:  Supporting the Mobility of VMs 
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Some of the other specific challenges created by server virtualization include: 
 
• Limited VM-to-VM Traffic Visibility 

The first generation of vSwitches doesn’t have the same traffic monitoring features as does 
physical access switches.  This limits the IT organization’s ability to do security filtering, 
performance monitoring and troubleshooting within virtualized server domains. 

 
• Contentious Management of the vSwitch 

Each virtualized server includes at least one software-based vSwitch.  This adds yet another 
layer to the existing data center LAN architecture.  It also creates organizational stress and 
leads to inconsistent policy implementation. 
 

• Breakdown of Network Design and Management Tools 
The workload for the operational staff can spiral out of control due to the constant stream of 
configuration changes that must be made to the static data center network devices in order 
to support the dynamic provisioning and movement of VMs.   
 

• Poor Management Scalability 
The ease with which new VMs can be deployed has led to VM sprawl.  The normal best 
practices for virtual server configuration call for creating separate VLANs for the different 
types of traffic to and from the VMs within the data center.  The combination of these factors 
strains the manual processes traditionally used to manage the IT infrastructure.   
 

• Multiple Hypervisors 
It is becoming increasingly common to find IT organizations using multiple hypervisors, each 
with their own management system and with varying degrees of integration with other 
management systems.  This creates islands of management within a data center.    

 
• Inconsistent Network Policy Enforcement 

Traditional vSwitches lack some of the advanced features that are required to provide a high 
degree of traffic control and isolation.  Even when vSwitches support some of these 
features, they may not be fully compatible with similar features offered by physical access 
switches. This situation leads to implementing inconsistent end-to-end network policies. 
 

• Manual Network Reconfiguration to Support VM Migration 
VMs can be migrated dynamically between physical servers.  However, assuring that the 
VM’s network configuration state (including QoS settings, ACLs, and firewall settings) is also 
transferred to the new location is typically a time consuming manual process.   
 

• Over-subscription of Server Resources 
With a desire to cut cost, there is the tendency for IT organizations to combine too many 
VMs onto a single physical server.  The over subscription of VMs onto a physical server can 
result in performance problems due to factors such as limited CPU cycles or I/O bottlenecks.  
This challenge is potentially alleviated by functionality such as VMotion.   
 

• Layer 2 Network Support for VM Migration  
When VMs are migrated, the network has to accommodate the constraints imposed by the 
VM migration utility. Typically the source and destination servers have to be on the same 
VM migration VLAN, the same VM management VLAN, and the same data VLAN.  
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• Storage Support for Virtual Servers and VM Migration 
The data storage location, including the boot device used by the VM, must be accessible by 
both the source and destination physical servers at all times. If the servers are at two distinct 
locations and the data is replicated at the second site, then the two data sets must be 
identical.  

 
Desktop Virtualization 
 
Interest in Desktop Virtualization 
 
In order to quantify the interest that IT organizations have in desktop virtualization, The Survey 
Respondents were asked to indicate the percentage of their company’s desktops that have 
either already been virtualized or that they expected would be virtualized within the next year.  
Their responses are shown in Table 5. 
 
 Table 5:  Deployment of Virtualized Desktops 
 None 1% to 25% 26% to 50% 51% to 75% 76% to 100% 
Have already been 
virtualized 44% 49% 6% 1% 0% 
Expect to be virtualized 
within a year 24% 53% 20% 2% 1% 

 
Comparing the data in Table 5 with the data in Table 4 yields an obvious conclusion: 
 

The deployment of virtualized desktops trails the deployment of virtualized data center 
servers by a significant amount. 

 
Comparing the data in the first row of Table 5 with the data in the second row of Table 5 yields 
the following conclusion: 
 

Over the next year, the number of IT organizations who have implemented at least 
some desktop virtualization will increase dramatically. 

 
The two fundamental forms of desktop virtualization are: 
• Server-side virtualization 
• Client-side virtualization 
 
With server-side virtualization, the client device plays the familiar role of a terminal accessing an 
application or desktop hosted on a central presentation server and only screen displays, 
keyboard entries, and mouse movements are transmitted across the network.  This approach to 
virtualization is based on display protocols such as Citrix’s Independent Computing Architecture 
(ICA) and Microsoft’s Remote Desktop Protocol (RDP).   
 
There are two primary approaches to server-side virtualization.  They are: 
• Server Based Computing (SBC) 
• Virtual Desktop Infrastructure (VDI) 
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IT organizations have been using the SBC approach to virtualization for a long time and often 
refer to it as Terminal Services.  VDI is a relatively new form of server-side virtualization in 
which a VM on a central server is dedicated to host a single virtualized desktop.  
 
Client-side application virtualization is based on a model in which applications are streamed on-
demand from central servers to client devices over a LAN or a WAN.  On the client-side, 
streamed applications are isolated from the rest of the client system by an abstraction layer 
inserted between the application and the local operating system. In some cases, this abstraction 
layer could function as a client hypervisor isolating streamed applications from local applications 
on the same platform.  Application streaming is selective in the sense that only the required 
application libraries are streamed to the user’s device. The streamed application’s code is 
isolated and not actually installed on the client system. The user can also have the option to 
cache the virtual application’s code on the client system.  
 
The Survey Respondents were 
asked to indicate which form(s) of 
desktop virtualization they will have 
implemented within twelve months.   
Their answers are shown in Figure 8. 
 
One conclusion that can be drawn 
from the data in Figure 8 is: 
 

The vast majority of virtualized 
desktops will be utilizing server 

side virtualization. 
 
 
 
 
 
Challenges of Desktop Virtualization 
 
IT organizations are showing a growing interest in desktop virtualization.  However: 
 

From a networking perspective, the primary challenge in implementing desktop 
virtualization is achieving adequate performance and an acceptable user experience for 

client-to-server connections over a WAN.   
 
To quantify the concern that IT organizations have relative to supporting desktop virtualization, 
The Survey Respondents were asked how important it is for their IT organization over the next 
year to get better at optimizing the performance of virtualized desktops.  Their responses are 
shown in Figure 9. 
 
One conclusion that could be drawn from the data in Figure 9 is that getting better at optimizing 
the performance of virtualized desktops is not that important to IT organizations.  However, 
given that in the current environment there is a very limited deployment of virtualized desktops, 
and that the forecast is for only a modest increase in deployment, a more viable conclusion is 
that IT organizations who are implementing virtualized desktops realize the importance of 
optimizing performance.  In addition, 70% of The Survey Respondents indicated that getting 

Figure 8:  Implementation of Desktop Virtualization 
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better at optimizing the performance of virtualized desktops was at least moderately important to 
their organization.  A year ago, only 59% of The Survey Respondents gave that indication. 
 

Improving the performance of virtualized desktops is becoming increasingly 
important to IT organizations. 

 
Ensuring acceptable performance for 
desktop virtualization presents some 
significant challenges.  One such 
challenge is that, as is the case in with 
any TCP based application, packet loss 
causes the network to retransmit 
packets.  This can dramatically 
increase the time it takes to refresh a 
user’s screen.  While this is a problem 
in any deployment, it is particularly 
troublesome in those situations in 
which there is a significant amount of 
packet loss.   
 
The ICA and RDP protocols employed 
by many hosted application 
virtualization solutions are somewhat 
efficient in their use of the WAN because they incorporate a number of compression techniques 
including bitmap image compression, screen refresh compression and general data 
compression. While these protocols can often provide adequate performance for traditional data 
applications, they have limitations with graphics-intensive applications, 3D applications, and 
applications that require audio-video synchronization.  
 
Some of the specific changes that result from implementing VDI include: 
 

• Network Traffic Changes – The original network traffic between the branch office and 
the corporate data center now stays within the data center and is replaced with display 
data to the thin clients. 

• Application Performance Changes – The end user’s application performance 
experience is now determined by the performance of display data across the network 
rather than by the performance of data from the server sent across the network. 

• Expanding End User Devices – Using thin clients to access applications gives end 
users more choices with end user devices.  As long as a compatible thin client is 
available on the device, it can be used.  Some corporate applications will work better 
with the smaller displays on new generation mobile devices than other applications.  
Each corporate application should be tested against a variety of devices to ensure 
acceptable results. 

• Device Security Posture Changes – Thin client access to corporate applications 
reduces the amount of data stored locally on the end user’s devices and thus lessens 
the need to secure and encrypt local data.   

• No off-line working – Using a thin client requires network connectivity to the corporate 
data center and so if there is no connectivity, access to applications and services is not 
available. 

Figure 9:  Optimizing the Performance of 
Virtualized Desktops 
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• Segmentation of Personal and Business use – Using a thin client to access a 
corporate application on a BYOD device allows a segmentation of personal and 
business use of the device by keeping the business-related data separate from the 
personal data.  This limits the business IT security risk to just the display.   

• Reduced End User Device Costs – Thin client access to corporate applications 
requires only enough computing power to process display operations and eliminates any 
database, business logic computation and other calculations.  Low compute power 
devices with meager storage needs cost less than powerful computers.   

 
Before implementing desktop virtualization, IT organizations need to understand the network 
implications of that implementation.  One of those implications is that other WAN traffic such as 
large file transfers, can negatively impact the user’s experience with desktop virtualization.  
Another implication is that a large amount of WAN bandwidth may be required.  For example, 
the first two columns of Table 6 show estimates for the amount of WAN bandwidth required by 
XenDesktop as documented in an entry in The Citrix Blog8.   
 
Table 6:  Bandwidth Requirements from a Representative Branch Office 

Activity XenDesktop 
Bandwidth 

Number of 
Simultaneous 

Users 
WAN Bandwidth 

Required 

Office 43 Kbps 10 430 Kbps 
Internet 85 Kbps 15 1,275 Kbps 
Printing 573 Kbps 15 8,595 Kbps 
Flash Video 174 Kbps 6 1,044 Kbps 
Standard WMV Video 464 Kbps 2 928 Kbps 
High Definition WMV Video 1,812 Kbps 2 3,624 Kbps 
Total WAN Bandwidth   15,896 Kbps 

 
The two rightmost columns in Table 6 depicts one possible scenario of what fifty simultaneous 
branch office users are doing and identifies that the total WAN bandwidth that is required by this 
scenario is just less than 16 Mbps. 
 
Compared with hosted applications, streamed applications are far less efficient as they typically 
use the same inefficient protocols (e.g., CIFS) that are native to the application. Furthermore, 
streamed applications create additional bandwidth challenges for IT organizations because of 
the much larger amount of data that must be transmitted across the WAN when the application 
is initially delivered to the branch. 
 
 
  
 
 

 

                                                      
8Community.Citrix.com:  How Much Bandwidth Do I Need? 

http://community.citrix.com/display/ocb/2010/05/20/How+Much+Bandwidth+Do+I+Need+for+My+Virtual+Desktop
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Cloud Computing 
 
Within the IT industry there is not an agreed to definition of exactly what is meant by the phrase 
cloud computing.  This handbook takes the position that it is notably less important to define 
exactly what is meant by the phrase cloud computing than it is to identify the goal of cloud 
computing.   
 

The goal of cloud computing is to enable IT organizations to achieve a dramatic 
improvement in the cost effective, elastic provisioning of IT services that are good 

enough. 
 
The phrase good enough refers in part to the fact that as described in a following sub-section 
of the handbook: 
 

The SLAs that are associated with public cloud computing services such as 
Salesforce.com or Amazon’s Simple Storage System are generally weak both in terms of 

the goals that they set and the remedies they provide when those goals are not met.   
 
As a result, the organizations that use these services do so with the implicit understanding that if 
the level of service they experience is not sufficient, their only recourse is to change providers. 
 
Relative to the provisioning of IT services, historically it has taken IT organizations several 
weeks or months from the time when someone first makes a request for a new server to the 
time when that server is in production.  In the last few years many IT organizations have 
somewhat streamlined the process of deploying new resources.  However, in the traditional IT 
environment in which IT resources have not been virtualized, the time to deploy new resources 
is still measured in weeks if not longer.  This is in sharp contrast to a public cloud computing 
environment where the time it takes to acquire new IT resources from a cloud computing service 
provider is measured in seconds or minutes.   
 
The Primary Characteristics of Cloud Computing 
  
In spite of the confusion as to the exact definition of cloud computing, the following set of 
characteristics are typically associated with cloud computing.  More detail on these 
characteristics can be found in the 2011 Application and Service Delivery Handbook. 
 
• Centralization of applications, servers and storage resources.   
 
• Extensive virtualization of every component of IT.   
 
• Standardization of the IT infrastructure.   
 
• Simplification of the applications and services provided by IT.   
 
• Technology convergence such as the integration of servers, networks and computing.  
 
• Service orchestration to automate provisioning and controlling the IT infrastructure.   
 
• Automation of as many tasks as possible.   
 

http://www.webtorials.com/content/2011/08/2011-application-service-delivery-handbook.html
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• Self-service to enable end users to select and modify their use of IT resources.    
 
• Usage sensitive chargeback on a user and/or departmental basis.   

 
• The dynamic movement of resources such as virtual machines and the associated 

functionality.   
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Public Cloud Computing 
 
Background 

 
Cloud Computing Service Providers (CCSPs) that provide their services either over the public 
Internet or over other WAN services such as MPLS are offering a class of solution that is often 
referred to as the public cloud or public cloud computing.  One form of public cloud 
computing is referred to as Platform-as-a-Service (PaaS).  PaaS solutions provide software 
development environments, including application programming interfaces (APIs) and 
middleware that abstract the underlying infrastructure in order to support rapid application 
development and deployment.    
 
The two categories of public cloud computing solutions the handbook will focus on are 
Software-as-a-Service (SaaS) and Infrastructure-as-a-Service (IaaS).  Figure 10 shows some of 
the common distribution models for SaaS and IaaS solutions.  As shown in Figure 10, one 
approach to providing public cloud-based solutions is based on the solution being delivered to 
the customer directly from an independent software vendor’s (ISV’s) data center via the Internet. 
This is the distribution model currently used for Salesforce.com’s CRM application.  Another 
approach is for an ISV to leverage an IaaS provider such as Amazon to host their application on 
the Internet. Lawson Software’s Enterprise Management Systems (ERP application) and 
Adobe’s LiveCycle Enterprise Suite are two examples of applications hosted by Amazon EC2. 
 

Figure 10:  Distribution Models for Cloud-Based Solutions 

 
 
Both of the approaches described in the preceding paragraph rely on the Internet and it is not 
possible to provide end-to-end quality of service (QoS) over the Internet.  As a result, neither of 
these two approaches lends itself to providing an SLA that includes a meaningful commitment to 
critical network performance metrics such as delay, jitter and packet loss.  As was described in 
a preceding section of the handbook, over the last couple of years IT organizations have begun 
to focus on providing an internal SLA for at least a handful of key applications.    As was also 
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previously mentioned, getting better at managing internal SLAs is either very or extremely 
important to the majority of IT organizations. 
 

Many of the approaches to providing public cloud-based solutions will not be 
acceptable for the applications, nor for the infrastructure that supports the 
applications, for which enterprise IT organizations need to provide an SLA. 

 
An approach to providing Cloud-based solutions that does lend itself to offering SLAs is based 
on a Communications Service Provider (CSP) providing these solutions to customers from the 
CSP’s data center and over the CSP’s MPLS network.   

 
SaaS and IaaS 

 
As previously mentioned, the classes of public cloud computing solutions that this section of the 
handbook will focus on are SaaS and IaaS. 
 
SaaS 

 
One of the key characteristics of the SaaS marketplace is that: 
 

The SaaS marketplace is comprised of a small number of large players such as 
Salesforce.com, WebEx and Google Docs as well as thousands of smaller players. 

 
The Survey Respondents were asked about their company’s use of SaaS-based applications.  
Figure 11 shows the percentage of respondents whose company either currently acquires, or is 
likely to acquire within the next year, various categories of applications from a SaaS provider.   
 

Figure 11:  Popular Categories of SaaS-Based Applications 
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The functionality provided by each of the six categories of applications listed in Figure 11 can be 
quite extensive and is sometimes overlapping.  ERP, for example, can encompass myriad 
functionality including product lifecycle management, supply chain management (e.g. 
Purchasing, Manufacturing and Distribution), warehouse management, customer relationship 
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management (CRM), sales order processing, online sales, financials, human resources, and 
decision support systems.   
 
For each category of application shown in Figure 11, there are tens, and sometimes hundreds, 
of SaaS-based solutions currently available9.   Table 7 contains a listing of some representative 
SaaS providers for each category. 
 
Table 7:  Representative SaaS Providers 
Collaboration CRM Office 

Productivity 
Human 

Resources 
ERP SCM 

WebEx Salesforce.com Google Docs Subscribe-HR SAP ICON-SCM 
Zoho NetSuite Microsoft’s 

Office Web 
Apps 

ThinMind Workday E2open 

clarizen Update feng office Greytip Online Lawson 
Software 

Northrop 
Grumman 

 
IaaS 
 
Infrastructure services are comprised of the basic compute and storage resources that are 
required to run applications.  The barrier to enter the IaaS marketplace is notably higher than is 
the barrier to enter the SaaS marketplace.  That is one of the primary reasons why there are 
fewer vendors in the IaaS market than there are in the SaaS market.  Representative IaaS 
vendors include Amazon, AT&T, CSC, GoGrid, IBM, Joyent, NaviSite (acquired by Time 
Warner), NTT Communications, Orange Business Services, Rackspace, Savvis (acquired by 
CenturyLink), Terremark (acquired by Verizon) and Verizon.   
 
The Survey Respondents were asked how likely it was over the next year that their company 
would acquire some of the traditional services provided by an IaaS supplier.  Their responses 
are shown in Table 8. 
 
Table 8:  Interest in Traditional IaaS Services 
 Will Not 

Happen 
Might 

Happen 
50/50 

Chance 
Will Likely 

Happen 
Will 

Happen 
Application 
Hosting 19.4% 26.4% 17.6% 17.6% 19.0% 

Disaster 
Recovery 27.0% 28.8% 16.7% 13.0% 14.4% 

High 
Performance 
Computing 

44.5% 23.9% 16.3% 9.6% 5.7% 

 
Given that high performance computing (HPC) is somewhat of a niche application, it was not 
surprising that there was relatively little interest in acquiring HPC from an IaaS supplier.  That 
said, over a third of The Survey Respondents indicated that over the next year that their 
company either would or would likely acquire application hosting services from an IaaS.  In 
                                                      
9 Saas-showplace.com 

http://www.saas-showplace.com/saasproviderdirectory/saasapplicationcategory.html
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addition, over a quarter of The Survey Respondents indicated that over the next year their 
company either would or would likely acquire disaster recovery services from an IaaS. 
 
With the exception of collaboration, the solutions that organizations have acquired from CCSPs 
have typically been enterprise applications such as CRM or the basic compute and storage 
resources that are required to run applications.  Recently, a new class of solutions has begun to 
be offered by CCSPs.  These are solutions that have historically been provided by the IT 
infrastructure group itself and include network and application optimization, VoIP, Unified 
Communications (UC), security, network management and virtualized desktops.   
 
The Survey Respondents were asked how likely it was over the next year that their company 
would acquire a traditional IT service from an IaaS provider.  Their responses are shown in 
Table 9. 
 
Table 9:  Interest in Obtaining IT Services from an IaaS Provider 
 Will Not 

Happen 
Might 

Happen 
50/50 

Chance 
Will Likely 

Happen 
Will 

Happen 
VoIP 32.6% 18.6% 15.3% 13.5% 20.0% 
Unified 
Communications 30.2% 22.8% 20.5% 14.9% 11.6% 

Security 42.6% 17.1% 14.4% 11.6% 14.4% 
Network and 
Application 
Optimization 

32.1% 28.8% 16.0% 14.6% 8.5% 

Network 
Management 41.4% 22.3% 13.5% 13.5% 9.3% 

Application 
Performance 
Management 

37.9% 26.5% 15.6% 11.4% 8.5% 

Virtual Desktops 38.8% 28.0% 15.9% 12.1% 5.1% 
 
The data in Table 9 indicates that IT organizations have a strong interest in acquiring a wide 
range of IT functionality from IaaS providers. 
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The Drivers of Public Cloud Computing 
 
The Survey Respondents were asked to indicate the two primary factors that are driving, or 
would likely drive their company to use public cloud computing services.  Their responses are 
shown in Figure 12.   
 

One of the 
observations that can 
be drawn from Figure 
12 is that: 
 

The primary factors 
that are driving the 
use of public cloud 

computing solutions 
are the same factors 
that drive any form of 

out-tasking. 
 
Part of the conventional 
wisdom in the industry 
is that one of the 
inhibitors to the 
adoption of public cloud computing solutions is the associated risk of using these solutions.  
However, as shown in Figure 12, almost 15% of The Survey Respondents indicated that 
reducing risk was a factor that would cause them to use a public cloud computing solution.  For 
the most part, their reasoning was that acquiring and implementing a large software application 
(e.g., ERP, CRM) presents considerable risk to an IT organization and one way to minimize this 
risk is to acquire the functionality from a SaaS provider. 
 

In some cases, the use of a public cloud computing solution reduces risk. 
 
A previous section of this handbook referenced IBM’s X-Force 2010 Trend and Risk Report10.  
In that report IBM predicts that over time that the market will drive public cloud computing 
providers to provide access to security capabilities and expertise that is more cost effective than 
in-house implementations. IBM also stated that, “This may turn questions about cloud security 
on their head by making an interest in better security a driver for cloud adoption, rather than an 
inhibitor.” 
 
Managing and Optimizing Public Cloud Computing 
 
The Survey Respondents were asked how important it is for their IT organization over the next 
year to get better at monitoring and managing storage, compute and application services that 
they acquire from a CCSP.  Their responses are shown in Table 10. 
 
 
 

                                                      
10 http://www-07.ibm.com/businesscenter/au/services/smbservices/include/images/Secure_mobility.pdf 

Figure 12:  The Drivers of Public Cloud Computing 
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Table 10:  The Importance of Managing Public Cloud Services 
 Storage Compute Applications 
Extremely 7.2% 6.4% 15.6% 
Very 16.3% 20.3% 21.7% 
Moderately 26.5% 23.8% 29.4% 
Slightly 25.3% 25.0% 19.4% 
Not at All 24.7% 24.4% 13.9% 

 
The Survey Respondents were also asked how important it is for their IT organization over the 
next year to get better at optimizing the storage, compute and application services that they 
acquire from a CCSP.  Their responses are shown in Table 11. 
 
Table 11:  The Importance of Optimizing Public Cloud Services 
 Storage Compute Applications 
Extremely 3.9% 5.2% 6.0% 
Very 11.8% 14.8% 25.9% 
Moderately 26.1% 26.5% 24.7% 
Slightly 34.0% 31.0% 27.7% 
Not at All 24.2% 22.6% 15.7% 

 
There are many conclusions that can be drawn from the data in Table 10 and Table 11.  One of 
which is that getting better at managing and optimizing SaaS solutions is more important to IT 
organizations than is getting better at managing and optimizing IaaS solutions.  One reason for 
that situation is that IT organizations make more use of SaaS solutions than they do IaaS 
solutions.  Another observation is that getting better at optimizing and managing SaaS solutions 
is somewhat to very important to IT organizations.   As previously mentioned, unlike the 
situation with an IaaS provider, it generally will not be possible for an IT organization to place 
management, security or optimization functionality at a SaaS provider’s facility.  Hence, other 
types of solutions are necessary in order to improve the management, security and performance 
of SaaS-based applications. 
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Private and Hybrid Cloud Computing 
 
IT organizations that implement the characteristics of a cloud computing solution (e.g., 
virtualization, automation, centralization) within their own environment are implementing what is 
usually referred to as Private Cloud Computing.  Private Clouds have the advantages of not 
being burdened by many of the potential security vulnerabilities, data confidentiality and control 
issues that are associated with public cloud.   
 
In those instances in which an enterprise IT organization uses a mixture of public and private 
cloud services, the result is often referred to as a Hybrid Cloud.  The hybrid cloud approach 
can offer the scalability of the public cloud coupled with the higher degree of control offered by 
the private cloud.  Hybrid clouds, however, do present significant management challenges.  For 
example, the preceding section of the handbook discussed a hypothetical 4-tier application that 
was referred to as BizApp.  As that section pointed out, it is notably more difficult to troubleshoot 
BizApp in a virtualized environment than it would be to troubleshoot the same application in a 
traditional environment.  Now assume that BizApp is deployed in such a way that the web tier is 
supported by a CCSP and the application and database tiers are provided by the IT 
organization.  This increases the difficulty of management yet again because all of the 
management challenges that were discussed previously still exist and added to them are the 
challenges associated with having multiple organizations involved in managing the application. 
 

Troubleshooting in a hybrid cloud environment will be an order of magnitude 
more difficult than troubleshooting in a traditional environment. 

   
To quantify the concerns that IT organizations have in managing cloud computing 
environments, The Survey Respondents were asked to indicate how important it was over the 
next year for their organization to get better at managing end-to-end private, hybrid and public 
cloud computing solutions.  Their responses are shown in Table 12. 
 
Table 12:  Importance of Managing Cloud Solutions 
 Private Cloud Hybrid Cloud Public Cloud 
Extremely 15.6% 10.7% 9.1% 
Very 25.1% 25.3% 19.3% 
Moderately 24.6% 27.5% 23.3% 
Slightly 25.1% 23.6% 29.0% 
Not at All 9.5% 12.9% 19.3% 

 
One observation that can be drawn from the data in Table 12 is that managing a private cloud is 
more important than managing a hybrid cloud which is itself more important than managing a 
public cloud.  One of the primary reasons for this phenomenon is that as complicated as it is to 
manage a private cloud, it is notably more doable than is managing either a hybrid or public 
cloud and IT organizations are placing more emphasis on activities that have a higher chance of 
success. 
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Cloud Balancing 
 
Background 
 
Cloud balancing refers to routing service requests across multiple data centers based on myriad 
criteria.  As shown in Figure 13, cloud balancing involves one or more corporate data centers 
and one or more public cloud data centers.  Cloud balancing is an example of hybrid cloud 
computing.   
 

Cloud balancing can be thought of as the logical extension of global server load 
balancing (GSLB). 

 

Figure 13:  Cloud Balancing 

 
 
The goal of a GSLB solution is to support high availability and maximum performance.  In order 
to do this, a GSLB solution typically makes routing decisions based on criteria such as the 
application response time or the total capacity of the data center.  A cloud balancing solution 
may well have as a goal supporting high availability and maximum performance and may well 
make routing decisions in part based on the same criteria as used by a GSLB solution.  
However, a cloud balancing solution extends the focus of a GSLB solution to a solution with 
more of a business focus.  Given that extended focus, a cloud balancing solution includes in the 
criteria that it uses to make a routing decision the: 
 
• Performance currently being provided by each cloud 
• Value of the business transaction 
• Cost to execute a transaction at a particular cloud 
• Relevant regulatory requirements 
 
Some of the benefits of cloud balancing include the ability to:  
 
• Maximize Performance 

Routing a service request to a data center that is close to the user and/or to one that is 
exhibiting the best performance results in improved application performance. 
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• Minimize Cost 
Routing a service request to a data center with the lowest cost helps to reduce the overall 
cost of servicing the request. 

 
• Minimize Cost and Maximize Service 

Cloud balancing enables a service request to be routed to a data center that provides a low, 
although not necessarily the lowest cost while providing a level of availability and 
performance that is appropriate for each transaction. 

 
• Comply with Data Privacy Regulations 

The right to personal privacy is a highly developed area of law in parts of the world such as 
Europe.  For example, all the member states of the European Union have data privacy laws 
that regulate the transfer of personal data to countries outside the European Union.  In 
general, personal data may only be transferred to a country that is deemed to provide an 
adequate level of protection.  Where such regulations come into play, it may be possible to 
execute data access portions of a web services application in a cloud data center located in 
the same country or regulatory domain as the data itself.  

 
• Ensure Other Regulatory Compliance 

For compliance with regulations such as PCI, it may be possible to partition a web services 
application such that the PCI-related portions remain in the PCI-compliant enterprise data 
center, while other portions are cloud balanced.  In this example, application requests are 
directed to the public cloud instance unless the queries require the PCI-compliant portion, in 
which case they are directed to the enterprise instance.  

 
• Managing Risk 

Hosting applications and/or data in multiple clouds increases the availability of both. 
Balancing can be performed across a number of different providers or, as described below, 
it can be performed across multiple independent locations of a single cloud service provider.   
 
The global infrastructures of large cloud providers provide an opportunity for cloud balancing 
without the complexity of dealing with multiple providers.  For example, Amazon EC2 
locations are composed of Regions and Availability Zones.  Availability Zones are distinct 
locations that are engineered to be insulated from failures in other Availability Zones and are 
provided with low latency network connectivity to other Availability Zones in the same 
Region.  In theory, cloud balancing across Availability Zones or Regions can greatly reduce 
the probability of outages within the Amazon AWS global cloud.   However, an outage that 
Amazon suffered in April 2011 gave the indication that the Availability Zones didn’t provide 
the promised protection11. 

 
As beneficial as cloud balancing is, it makes significant demands on the network.  This includes 
the demand for a more effective level of optimization than has historically been required to 
support branch office to data center communications. 

                                                      
11 TheRegister.co.uk 

http://www.theregister.co.uk/2011/04/21/amazon_web_services_outages_spans_zones/
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About the Webtorials® Editorial/Analyst Division 
 

The Webtorials® Editorial/Analyst Division, a joint venture of industry veterans Steven 
Taylor and Jim Metzler, is devoted to performing in-depth analysis and research in 
focused areas such as Metro Ethernet and MPLS, as well as in areas that cross the 
traditional functional boundaries of IT, such as Unified Communications and Application 
Delivery. The Editorial/Analyst Division’s focus is on providing actionable insight through 
custom research with a forward looking viewpoint. Through reports that examine industry 
dynamics from both a demand and a supply perspective, the firm educates the 
marketplace both on emerging trends and the role that IT products, services and 
processes play in responding to those trends. 
 
Jim Metzler has a broad background in the IT industry.  This includes being a software 
engineer, an engineering manager for high-speed data services for a major network 
service provider, a product manager for network hardware, a network manager at two 
Fortune 500 companies, and the principal of a consulting organization.  In addition, he 
has created software tools for designing customer networks for a major network service 
provider and directed and performed market research at a major industry analyst firm.  
Jim’s current interests include cloud networking and application delivery. 
 
For more information and for additional Webtorials® Editorial/Analyst Division products, please 
contact Jim Metzler at jim@webtorials.com or Steven Taylor at taylor@webtorials.com. 
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Web Scalability and Availability

Today’s web servers are conduits for complex 
applications that require intelligence at every 
layer. If an application is slow or unavailable, 
or an Internet connection or server goes 
down, business productivity and profi ts are 
lost. A10’s fl exible Application Networking 
platforms give customers full control of their 
web, and any application environment, ena-
bling scalability and availability for all mis-
sion-critical applications. In addition, partner-
ships and certifi cations with major vendors 
such as Microsoft, Oracle and VMware, enable 
rapid and predictable deployments.

IPv4 Exhaustion and IPv6 Migration

Amid rapid network growth, a key challenge 
is to ensure that expansion can continue una-
bated for brand protection and uninterrupt-
ed business, avoiding costly IT fi re drills. A10 
delivers powerful, enterprise and carrier class 
IPv4/IPv6 solutions at attractive price points 
that will enable organizations to extend and 
preserve existing IPv4 investments and pro-
vide a clear path to IPv6 while enabling com-
munication and connectivity between the 
two protocols, with many of the largest de-
ployments worldwide.

Enterprises, Web Giants, Service Providers

With over 2,000 customers across all verticals, 
including companies such as GE Healthcare, 
LinkedIn and Microsoft, A10 has focused ex-
pertise to service constantly evolving net-
work requirements with a rapid return on 
investment (ROI). Customer benefi t examples 
include the ability to deploy diff erentiated 
customer services, reduce costs through data 
center consolidation, increase effi  ciency with 
large traffi  c volumes, accelerate web speed to 
drive customer satisfaction and many more. 
A10’s fl exible platform addresses needs for 
any cloud today, and in the future.

Multi-tenancy and Virtual Clustering

A10 delivers multi-tenancy through ad-
vanced high-performance Application Deliv-
ery Partitions, allowing customers to provide 
many services and applications to diff erent 
groups on a single platform, with full network 
separation and without any hidden license 
costs. Any organization sharing the same in-
frastructure can greatly reduce Total Cost of 
Ownership (TCO) for Application Networking. 
Unique clustering technology extends un-
matched scaling from millions to billions of 
connections as required.

On-demand Virtual Appliances

A10 off ers virtual appliances via hypervisor 
solutions as alternatives to its hardware plat-
forms. With scale-as-you-grow options in nu-
merous diff erent sizes, A10’s virtual machines 
can be rapidly deployed on commodity hard-
ware, scaling up and down on-demand for 
changing traffi  c volumes and use cases.

Scalable and Faster Appliances

At A10, performance is a path to data center 
effi  ciency, and not the end itself. With the 
industry’s fastest Application Networking 
platforms in the most compact form factors, 
A10’s performance delivers overall optimi-
zation, ensuring non-stop commerce and 
applications with lower operational costs. 
All features are included without licenses so 
that additional budgets are not needed for 
new features, allowing for rapid deployments 
without any license complexity, streamlining 
internal operations. 

A10 Networks was founded with a mission to be the leader in Application Networking. With the rapid speed of innovation allowed by advances in 
communication, customers choose A10 Networks to help their applications keep pace.

It is predicted that by 2020, there will be 31 billion devices and four billion people connected to the Internet (source: Intel). This massive and 
accelerating growth in network traffi  c is driving Application Networking momentum. As business critical applications continue to grow in number 
and complexity, intelligent tools are required for effi  cient performance.

We are only touching the surface for what is possible today, and it is certain that the need for intelligent Application Networking tools will only 
increase. Predicting this trend, A10 developed a new generation platform with the fl exibility to solve critical business challenges for three key 
initiatives: Any App, Any Cloud and Any Size. 

Flexibility to Solve Critical 
Business Challenges

Any App Any Cloud Any Size

Tel: +1 888 A10-6363  |  inquire@a10networks.com  |  www.a10networks.com

Contact us
Contact us today to discuss how A10’s 

AX Series Application Networking platforms 
can solve critical business challenges within 
your mission-critical IT infrastructure: for any 
app, any cloud or any size.

Application Delivery and 
Advanced Server Load Balancing



hardware appliances or dedicated MPLS 
links.

The “Cloud” Defined, 
WAN Architecture Redefined
The term “cloud” is intriguing and varied
in its description. Vendors within the 
WAN optimization space and other serv-
ice providers are trying to find a way to 

Aryaka’s WAN Optimization as-a-Service Brings a Bold 
New Direction to the Modern Distributed Enterprise
THE CLOUD has become the next 
logical step in the evolution of  
optimizing the enterprise wide area  
network (WAN) for today’s global work-
force. 

WAN optimization is about improving 
the performance of business applications 
over WAN connections. This means 

“Simplicity is the ultimate sophistication.”
   -Leonardo da Vinci

ABOUT ARYAKA
Aryaka is the world’s first cloud-based WAN optimization as-a-Service company solving application and network performance 
issues faced by the distributed enterprise. Aryaka has been named to the  Dow Jones VentureWire FASTech 50 innovative 
startups for 2011, a “Cool Vendor” by a leading analyst firm and a GigaOM Structure 50 company that will shape the future 
of cloud computing. Aryaka eliminates the need for expensive and complex WAN optimization appliances as well as long-haul 
connectivity, and enhances collaboration across corporate locations, data centers and cloud services. It offers significant cost 
benefits, ease-of-use, instant deployment, performance advantages, dramatic productivity gains and real-time insight into WAN 
applications, locations and performance while providing 24/7 world-class support. To learn more, visit www.aryaka.com. Follow 
us at Twitter, Facebook, YouTube and on LinkedIn.

 691 S. Milpitas Blvd. 
Milpitas, CA 95035
Tel: 1-877-727-9252
www.aryaka.com

matching the allocation of 
WAN resources to business 
needs and deploying the opti-
mization techniques that deliver measur-
able business benefits. Since the WAN is 
the foundation of the globally connected 
enterprise, the performance of the WAN 
is critical to business success.

In the last decade, enterprises seeking to 
improve application performance across 
the WAN had little choice but to sym-
metrically deploy hardware-heavy WAN 
optimization controllers in data centers 
and remote locations, invest further in 
bandwidth, provision MPLS links or a 
combination of these. These dated solu-
tions do not scale, create other problems 
and are beyond the affordable reach of 90 
percent of the world’s businesses. Enter-
prises suffer inasmuch as underperform-
ing applications have a significant impact 
on a company’s operational perform-
ance, including slower access to critical 
information and higher IT costs.

New cloud-based WAN optimization as-
a-Service technology changes all that. 
This technology better addresses appli-
cation performance problems caused by 
bandwidth constraints, latency or proto-
col limitations. WAN optimization as-a-
Service dramatically improves response 
time of business-critical applications 
over WAN links and maximizes the re-
turn on investment in WAN bandwidth. 
Enterprises can ensure collaboration and 
avoid the need for costly, complicated 

optimize access to the cloud.  The only 
way they can achieve this is by install-
ing another appliance where possible – a 
virtual appliance – in limited situations 
within the cloud provider’s infrastruc-
ture. The cloud for any enterprise can 
mean public, private or hybrid; it can 
be data or applications hosted within a 
private data center or offered as a global 
on-demand (SaaS) application. Every en-
terprise requiring optimized access to the 
cloud will have to install a virtual  ap-
pliance for each cloud service they need 
to access, and another few at locations or 
users that want 
to access this 
cloud service.

There is a sim-
pler way to 
achieve opti-
mized access to 
cloud services 
worldwide, irre-
spective of their 
purpose and in-
frastructure lo-
cation.  Aryaka 
has created mul-
tiple Points of 
Presence (PoPs) 
across the world connected by a dedicat-
ed, secure and highly redundant network. 
This optimized network connects the en-
terprise WAN to any cloud service and 

remote locations worldwide in a simple, 
CAPEX-free, seamless way without any 
appliances or dedicated access links.

The cloud has redefined the architecture 
to optimize the enterprise WAN as the 
third and most important part needed for 
the success of compute and storage. Ar-
yaka’s purpose-built network drastically 

increases throughput to reduce the 
time required and data transmit-
ted between enterprise locations 

and cloud services. Using compression, 
deduplication, Quality of Service (QoS) 
and TCP optimization technologies that 
are the cornerstones of these optimiza-
tion solutions, enterprises can experience 
significant application performance gains 
2-100X faster.

Global enterprises leveraging WAN 
optimization as-a-Service are improving 
productivity, enhancing collaboration and 
increasing network and application 
performance. 

Aryaka’s WAN 
optimization as-a-
Service solution is 
sophisticated sim-
plicity. The solu-
tion eliminates the 
need for expensive 
and complex ap-
pliances as well as 
long-haul connec-
tivity worldwide. 
With Aryaka’s 
WAN optimization 
as-a-Service solu-
tion, globally dis-
tributed teams can 
communicate and 

collaborate with the security, reliabil-
ity, end-to-end visibility and control 
required by the enterprise.
By SONAL PURI

An Aryaka customer’s locations, data centers and Amazon 
instances are meshed to Aryaka’s closest POPs to lever-
age transport of all traffic across one optimized network.

http://www.aryaka.com
http://www.aryaka.com/wan-optimization
http://www.aryaka.com/news-events/press-releases/dow-jones-venturewire-names-aryaka-to-the-fastech-50-list-of-most-innovative-technology-start-ups/
http://www.aryaka.com/news-events/press-releases/leading-industry-analyst-firm-names-aryaka-cool-vendor-for-2011/
http://www.aryaka.com/news-events/press-releases/aryaka-is-a-gigaom-structure50-company/
http://www.aryaka.com
http://www.twitter.com/aryakanetworks
http://www.facebook.com/aryakanetworks
http://www.youtube.com/aryakanetworks
http://www.linkedin.com/aryakanetworks
http://www.aryaka.com
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Optimize and Secure Cloud, SaaS, BYOD, and Social Media  
How to Re-architect to Lower Networking Costs and Safely Improve Performance 
So many of the dominant trends in applications and networking are driven from outside the organization, including cloud 
and Software-as-a-Service (SaaS), Bring Your Own Device (BYOD), Internet streaming video, and social networking. 
These technologies of an Internet connected world are fundamentally changing how we live and work every day. Yet, 
today’s network and security architectures struggle to adapt.  

A design that concentrates Internet access at a few data centers and backhauls branch Internet access over the Wide 
Area Network (WAN) is expensive; it creates overburdened networks and slows the response of both cloud-based and 
internally delivered applications. The reason this architecture persists is fear. Today’s threat landscape has migrated to 
the web causing many security professionals to prevent direct Internet access at the branch.  

But with new cloud-based security solutions from Blue Coat you can re-architect your network to embrace the Internet – 
safely – and optimize application performance.  

First: Re-Architect Branch Connectivity with Cloud-based Security to Lower Costs 
Blue Coat Cloud Service allows you to provide the same enterprise policies and technology to branch and mobile users. 
By leveraging Blue Coat WebPulse™, a collaborative defense powered by a global community of 75 million users, the 
Cloud Service is able to deliver real-time protection against the latest web threats from wherever users access the 
Internet.  

WebPulse is based on sound analysis-system design principles:  

• Massive input: WebPulse analyzes up to 1 billion web requests per day.  
• In-depth analysis: 16 layers of analysis support over 80 categories in 55 languages.   
• Granular policy: Up to 4 categories can be applied to each web request for multi-dimensional ratings.  
• Speed: Automated systems process inputs – in most cases, in real time. 
• Results: This collective intelligence allows WebPulse to block 3.3 million threats per day.  

The Cloud Service extends WebPulse protection beyond the WAN, providing secure access to cloud and SaaS for all 
users at any location. The benefits are clear: 

• Lower costs, better performance. By enabling 
branch Internet, you reduce Internet traffic on 
the WAN by 60-70%; and directly connected 
cloud users enjoy better performance.  

• The Industry’s best analysis and threat detection 
technology powered by WebPulse provide 
immediate, continuous protection against known 
and unknown web threats.  

• Universal policy and reporting provides you a 
single pane of glass to configure policies and 
report on usage across your entire user base.  

  
Second: Optimize Performance  
SaaS, BYOD, Video and Social Media present challenges to network capacity and user patience. Blue Coat WAN 
Optimization helps overcome these challenges.  

Chatty protocols and multi-megabyte files can hurt SaaS performance. Video requirements destroy capacity plans. Blue 
Coat’s asymmetric, on-demand video caching and live stream splitting boost video capacity up to 500x – whether it’s 
corporate or recreational video. For SaaS, our CloudCaching Engine improves performance by 3-93x, dramatically raising 
productivity for SaaS users at branch locations.   

And now Blue Coat MACH5 technology secures SaaS applications as it accelerates their performance. MACH5 connects 
directly to the Blue Coat Cloud Service, enforcing SaaS user policies and leveraging WebPulse to scan and filter cloud 
traffic. Branch users can access applications like SAP, Salesforce, and RightNow without the burden of bandwidth 
slowdowns or risk of malware threats. 



 Require maximum application performance  
 Planning to move applications into a cloud
 Virtualizing your Applications and Storage 
 Backups or replications don’t complete overnight
 Need affordable acceleration for SOHO & remote users
 Need WAN Opp for any hardware platform or hypervisor 

If this is you... We need to talk!

© 2012 Certeon Inc. Certeon is a registered trademark and aCelera is a trademark of Certeon Inc. All other company 
names and/or product names are trademarks and/or registered trademarks of their respective companies.
* Enterprise Management Associates 

Certeon aCelera software - accelerated access for ANY User, ANY Application, ANY Network, ANY Device. 

Deploy in any mix of hardware, virtualization platforms, storage technologies, networking equipment and service 
providers. Supporting any custom or off the shelf application.

www.certeon.com    |   781 425 5200    |   5 Wall Street, Burlington, MA 01803

Download for yourself: info.certeon.com/certeon-marketplace/
Request a Demo: www.certeon.com/demo

Accelerate & Broaden Application Access

Get the WAN Optimization solution with the 
“Strongest Virtualized Architecture” *



Cisco Unified Fabric 

Converged. Scalable. Intelligent. 
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Cisco Unified Fabric is a flexible, innovative, and proven platform for physical, virtual or cloud deployments.  It provides the foundational 

connectivity within and across data centers so resources are highly available wherever and whenever they are needed.  

A key building block for cloud-based 

environments and virtualized data 

centers, the Cisco Unified Fabric brings 

unmatched architectural flexibility and 

scale to meet the diverse requirements 

of massively scalable data centers, bare-

metal infrastructures, high performance 

and big data applications. 

 Revolutionary fabric scale with 

over twelve thousand 10 GbE 

server connectivity with Cisco 

Nexus 

 Highest 10Gb Ethernet density 

in the industry  with Cisco 

Nexus 7000 

 High performance and ultra-low latency networking at scale with Cisco Nexus 

 Network services delivered in virtual and physical form factors with Cisco ASA, ASA 1000v, WAAS, vWAAS, VSG and more 

 Virtual networking from the hypervisor layer on up with Cisco Nexus 1000v, VSS, VDC, and more 

 High availability within and across devices with ISSU, VSS, vPC, and more. 

 Flattened and scalable networking at Layer 2 and Layer 3 with Cisco FabricPath, TRILL, L3 ECMP, and more 

 Overcome the challenges of expanding networks across locations and the limitations of network segmentation at scale with 

Cisco OTV, LISP, VXLAN, and more  

 Unified operational, control, and management paradigms across the entire fabric with Cisco NX-OS, DCNM and open APIs 

 Converged networking to carry every kind of traffic on a single fabric with DCB and FCoE with Cisco Nexus and MDS 

 

Cisco Unified Fabric is a flexible, innovative, and proven platform for physical, virtual or cloud deployments with a non-disruptive, 

evolutionary approach to create future-proofed, service- and cloud-ready data centers and prevent ‘rip and replace’ for existing data 

centers. For more info: http://www.cisco.com/go/unifiedfabric 
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  Business	
  Efficiency	
  
The	
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  guarantee	
  business	
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Business	
  Overview	
  

IT departments are witnessing change at a pace never seen before. Transformation is occurring as CIOs seek 
to access the benefits offered by unified communications, cloud computing, internet-based applications and 
consolidation, amongst many other strategic projects. 

These initiatives are aimed at increasing an enterprise’s business efficiency. While they simplify the way IT is 
delivered to users, they increase the complexity of corporate networking as applications and users rely on the 
continuous, reliable and consistent flow of data traffic. 

Today many organizations are being held back from achieving the true value of their strategic IT programs due 
to overloaded and poorly understood networks, which were not designed for the symmetric, data-heavy, inter-
net-driven environments that proliferate today. Application usage habits are changing rapidly too. Just a few 
years ago the extensive use of social media, video and unified communications applications was the excep-
tion. For many large enterprises it’s now the norm. These new usages and applications have serious implica-
tions for the network. The change outlined above can have a dramatic impact, not least on the critical applica-
tions that support core functions of the business. Application performance problems including slowness and 
non- responsiveness impact the user experience and overall productivity of the organization. 

In order to protect the business and the significant investments made in transformative applications such as 
unified communications and SaaS the network must be more intelligent, more responsive and more transpar-
ent. 

Ipanema	
  at	
  a	
  Glance	
  
• Corporate Headquarters: Paris (France) 
• NA Headquarters: Waltham (MA) 

• Used by worldwide market leaders across all industry sectors 

• Over 150,000 managed sites with many 1,000+ site networks 

• Leader for Application-Aware Network services  
(BT, Colt, C&WW, KDDI, KPN, OBS, Telecom Italia, Telefonica, Swisscom, etc.) 

• Recognized as “Visionary” by Gartner  

• A unique technology (Autonomic Networking) for automatic operations 

• A system that tightly integrates all the necessary features 

• A management platform that scales to over 400,000 sites 

 
Ipanema automatically drives application performance over the enterprise’s WAN from the priority of the busi-
ness. With Ipanema, enterprises understand which applications run over their network, guarantee the perfor-
mance they deliver to each user, succeed in their strategic IT transformations - like cloud computing, Unified 
Communications and hybrid networking - and control Internet traffic growth while reducing their IT expenses.  
 
You can get Ipanema products through our distributor and reseller channels. You can also use them “as a 
Service” through numerous Managed Service Providers and Telecom Operators’ offerings. SMBs/SMEs have 
access to Ipanema through AppsWork, a streamlined cloud service offering. 
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Solution	
  Overview	
  

Set your objectives and let Ipanema works for you – 
automatically! 
Ipanema’s revolutionary self-learning, self-managing and self-optimizing 
Autonomic Networking System™ (ANS) automatically manages all its 
tightly integrated features to guarantee the application performance 
your business requires over the global network: 

• Global Application Visibility 
• Per connection QoS and Control 
• WAN Optimization 
• Dynamic WAN Selection 
• SLA-based Network Rightsizing 

Business efficiency requires guaranteed application 
performance 

• Know which applications make use of your network… 
• Guarantee the application performance you deliver to users… 
• Manage cloud applications, Unified Communications and Internet 

growth at the same time… 
• Do more with a smaller budget in a changing business environment, and 

to prove it… 

With Ipanema, control all your IT transformations 
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For	
  $3/user/month	
  or	
  less,	
  you	
  guarantee	
  the	
  performance	
  of	
  your	
  business	
  
applications…	
  and	
  can	
  save	
  10	
  times	
  more!	
  

Ipanema’s global and integrated approach allows enterprises to align the application performance to their 
business requirements. With an average TCO of $3/employee/month, Ipanema directly saves x10 times 
more and protects investments that cost x100 times more: 

• Application performance assurance: Companies invest an average of $300/employee/month to im-
plement the applications that support their business. At a mere 1% of this cost, Ipanema can ensure 
they perform according their application SLAs in every circumstance, maximizing the users’ productivity 
and customers’ satisfaction. While they can be seen as “soft money”, business efficiency and invest-
ment protection are real value to the enterprise. 
 

• Optimized IT efficiency: Ipanema proactively prevents most of the application delivery performances 
problems that load the service desk. It automates change management and shortens the analysis of 
the remaining performance issues. Global KPIs simplify the implementation of WAN Governance and 
allow better decision making. This provides a very conservative direct saving of $15/employee/month. 

 
• Maximized network efficiency: Ipanema’s QoS & Control allows to at least doubling the actual capac-

ity (goodput) of networks, deferring upgrades for several years and saving an average of 
$15/employee/month. Moreover, Ipanema enables hybrid networks to get access to large and inexpen-
sive Internet resources without compromising the business, typically reducing the cost per Mbps by a 
factor of 3 to 5. 

	
  
	
  

What	
  our	
  customer	
  say	
  about	
  us	
  

Do	
  more	
  with	
  less	
  

“Whilst	
  data	
  volume	
  across	
   the	
  Global	
  WAN	
  has	
   increased	
  by	
  53%,	
  network	
  bandwidth	
  upgrades	
  have	
  only	
  grown	
  by	
  
6.3%.	
  With	
  Ipanema	
  in	
  place	
  we	
  have	
  saved	
  $987k	
  this	
  year	
  alone.”	
  	
  

Guarantee	
  Unified	
  Communications	
  and	
  increase	
  network	
  capacity	
  

“Ipanema	
   is	
   protecting	
   the	
   performance	
   our	
   Unified	
   Communication	
   and	
   Digital	
   Signage	
   applications,	
   improving	
   our	
  
efficiency	
  as	
  well	
  as	
  our	
  customers’	
   satisfaction.	
  Moreover,	
  we	
  have	
  been	
  able	
   to	
  multiply	
  our	
  available	
  capacity	
  by	
  8	
  
while	
  preserving	
  our	
  budget	
  at	
  the	
  same	
  time.”	
  	
  

Reduce	
  costs	
  in	
  a	
  cloud	
  environment	
  

“With	
  Ipanema,	
  we	
  guaranteed	
  the	
  success	
  of	
  our	
  cloud	
  messaging	
  and	
  collaboration	
  deployment	
  in	
  a	
  hybrid	
  network	
  
environment,	
  while	
  dividing	
  per	
  3	
  the	
  transfer	
  cost	
  of	
  each	
  gigabyte	
  over	
  our	
  global	
  network.“	
  	
  

	
  
 
 
 

 

	
    



	
  

	
  Beyond the Network… 

	
  

ABOUT IPANEMA TECHNOLOGIES 

The Ipanema System enables any large enterprise to have full control and optimization of their global networks; 
private cloud, public cloud or both. It unifies performance across hybrid networks. It dynamically adapts to 
whatever is happening in the traffic and guarantees constant control of critical applications. It is the only system 
with a central management and reporting platform that scales to the levels required by Service Providers and 
large enterprises. With solutions used extensively by many of the world’s largest telecom providers and 
enterprises across business and public sectors, Ipanema controls and optimizes over 100,000 sites among 
1,000+ customers. 

For more information www.ipanematech.com  
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Do You Have the Best Choice 
in Application Delivery?

Overview
The data center has some well known challenges - including 
application availability, performance and security – problems that 
can be addressed using Application Delivery Controllers (ADC). 
However, taking a closer look at businesses whose operations 
depend on agile and efficient data centers reveals additional 
challenges. Enterprise data centers need to scale flexibly in a cost-
effective manner, ensure connectivity to current and next generation 
switching infrastructure, provide guaranteed reliability, be able to 
handle rapid growth and spikes in network traffic, and be capable of harnessing the benefits of virtualized resources and ecosystems. And 
of course, it goes without saying that all of these requirements must be satisfied while reducing both capital and operational expense.

Radware Alteon® 5224 is an advanced ADC specifically targeted to address all of these challenges. Offering the very latest in next 
generation application delivery technology with benchmark affordability, it’s simply the best application delivery choice.
 
Here are four reasons why, we know you’ll appreciate:

Reason 1: Unmatched OnDemand Scalability 
The Alteon 5224 delivers unmatched on-demand scalability up to 16Gbps based on a simple software license-based mechanism. The 
platform supports the scaling of throughput capacity, additional advanced features and services (such as global server load balancing, 
bandwidth management, DoS protection and link optimization), as well as virtual ADC instances without device replacement or restart.  

The result is that you pay only for the capacity you need. When you need more you upgrade the device you have and thereby eliminate costly 
capacity planning exercises and forklift upgrades projects. In contrast, if you were to scale from 1 to 16Gps with an ADC from a different 
vendor you may need to deploy up to 6 different platforms.

Reason 2: Highest Performance in Class
Alteon 5224 offers the best all round performance metrics – compared to any other competing ADC platform in its class. It is simply the 
best solution for supporting traffic growth, can process more secured SSL transactions (for both 1024 and 2048 bit keys), and deliver more 
Connections per Second (CPS). All at the lowest price point available with: 

• 3-8x more layer 4 CPS vs. F5 – delivering 500,000  layer 4 CPS
• 4-20x more layer 7 TPS vs. F5 – delivering 200,000  layer 7 TPS
• 1.5-3x more concurrent connections vs. F5 – delivering 12M concurrent connections
• 2.5-7x more SSL CPS (1024 bit keys) vs. F5 –  delivering 35,000  SSL CPS
• 4-11x more SSL CPS (2048 bit keys) vs. F5 - delivering 11,200  SSL CPS

Reason 3: The Only Enterprise Grade ADC with 10GE ports
Alteon 5224 is equipped with a total of 26 ports - the highest port density in the industry. This guarantees versatile connectivity options, 
enabling each Alteon 5224 to connect directly to more server farms or to ensure the physical separation of different networks without the 
need for intermediate switches. The result is simplified network architectures with fewer devices, reduced electrical and cooling costs, less 
rack space = greater savings.

In addition, Alteon 5224 offers a unique feature not found on any other 4Gbps ADC on the market: 10GE SFP+ ports. Connection to existing 
1GE-interface switches as well as to next-generation 10GE-interface switches is straightforward. So as core switching fabric is refreshed 
over the next few years, the Alteon 5224 will continue to play well with its neighbors while your investment is protected.

Reason 4: Virtualization Ready for Any Enterprise Size 
Looking to virtualize your environment or already there? Alteon 5224 is capable of supporting multiple virtual ADCs on each physical device 
– each effectively equivalent in capabilities to a physical device. 

How does it work?  Similar to the concept of sever virtualization, each of the physical devices supplied as part of the Alteon 5224 can host 
a single ADC service or two ADC services or “instances” (at no additional charge) and can be expanded on-demand to support up to ten 
fully-independent vADC instances.  

In addition, Alteon 5224 enables use of a separate vADC instance per application to ensure high application SLA compliance. The 
provisioning of additional vADC instances is easy and is achieved once again via on-demand software license updates with no service 
interruption. And all at a fraction of the cost of deploying additional hardware appliances.

Simply Your Best Application Delivery Choice
The combination of these advantages – along with an industry unique 5-yeaar longevity guarantee – makes Alteon 5224 simply your best 
application delivery choice. Want to see for yourself? We invite you to download the competitive brief here or contact us at: info@radware.com.    

http://www.radware.com/workarea/showcontent.aspx?ID=1628879
mailto:info%40radware.com?subject=
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